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1. OBIIASI XAPAKTEPUCTHUKA ITPUMEPHOI PABOYEM ITPOI' PAMMBI

[NPO®ECCHUOHAJIBHOI'O MOAYJIA

I[IM.02 3AINUTA NHOOPMAILIMN B ABTOMATU3MPOBAHHBIX CUCTEMAX
[MPOTPAMMHbBIMU U ITPOTPAMMHO-AIIITAPATHBIMU CPEACTBAMMU

1.1. lenb u mmaHupyeMbIe Pe3yabTaThl OCBOCHUS MTPO(PECCHOHAIIBHOTO MOTYJIS

1.1.1.B pe3ynbTare u3yueHus mpohecCHOHATBLHOTO MOIYJIS CTYIEHT JOJKEH OCBOUTH BUJL
NesITebHOCTH 3aluTa HHPOPMALIUU B aBTOMATU3UPOBAHHBIX CUCTEMAaX MPOrPAaMMHBIMH U
MIPOrpaMMHO-aINapaTHBIMU CPEJICTBAMH U COOTBETCTBYIOLIHNE €My PO EeCCHOHATIBHBIE

KOMIIETEHIINU:

Kon HaumeHoBaHMe BUIOB A€ATEIBHOCTH U MPOPECCHOHATBHBIX KOMIETEHIHH

B/ 2 3amura MHGOPMaLMN B aBTOMAaTU3UPOBAHHBIX CUCTEMaX MPOrpaMMHBIMU U
IPOrpaMMHO-AMNIAPaTHBIMU CPEICTBAMU

[IK 2.1. | OcymiecTBaAsATh YCTAaHOBKY U HACTPOMKY OTAEIBHBIX IPOrPaMMHBIX, IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aIUTHI HHPOPMAIIUH.

IIK 2.2. | OGecnieunBath 3amuTy WHGOPMAIIMY B aBTOMATHU3UPOBAHHBIX CUCTEMAX OTACIHHBIMH
MIPOrpaMMHBIMH, IPOTrPAMMHO-AINIAPATHBIMU CPEICTBAMH.

[IK 2.3. | OcymecTBasTh TECTUPOBAHNE (PYHKUUH OTAEIBHBIX IPOrPAMMHBIX U IPOTPAMMHO-
anrmapaTHbIX CPEICTB 3aIIUThHl HHPOPMALIUH.

IIK 2.4. | OcymecTBisaTh 00paboOTKy, XpaHEHUE U Niepeaady HHPOPMAaLUU OrPaHUYEHHOTO
JOCTyTIA.

[IK 2.5. | YHMUYTOXaTh HHPOPMALIMIO U HOCUTEIN HHPOPMALIUU C UCIIOIb30BAHUEM NPOTPAMMHBIX
Y IIPOTpaMMHO-aNNapaTHbIX CPEJCTB.

[IK 2.6. | OcymecTBIsSITh pErUCTPAIMI0 OCHOBHBIX COOBITHI B aBTOMAaTHU3UPOBAHHBIX
(MH(GOPMAITMOHHBIX) CHCTEMAaX, B TOM YHCIIE C UCIIOJIH30BAHUEM MTPOTPAMMHBIX U
IIPOrpaMMHO-aIapaTHBIX CPEACTB OOHAPYKEHUS, IPELYNPEKICHNS U TUKBUAALNN
MIOCJIEZICTBUI KOMITBIOTEPHBIX aTaK.

O01re KOMIIETEHIINT

Kog HaunmeHoBaHMe BUIOB I€ATEIILHOCTH U TPOPECCUOHATBHBIX KOMIIETEHIIHH

OK 1. | Beibupars crioco0s! penieHus 3aaa4 npohecCUOHaIbHON AesITeIbHOCTH, TPUMEHUTEIHHO
K Pa3JIMYHbIM KOHTEKCTaM.

OK 2. | OcymuecTBisiTh MOUCK, aHAJIN3 U MHTEPIIPETALNIO HH(OpMAIK, HEOOXOIUMMOMN 151

BBINOJIHEHUS 3a/1a4 TPOPECCUOHATIBHON 1EATEIIbHOCTH.




OK 3. | [InmanupoBaTh M peagn30BbIBATh COOCTBEHHOE MPO(ECCHOHAIFHOE U TUYHOCTHOE
pa3BUTHE.

OK 4. PaGoTaTh B KOUIEKTHBE U KOMaH e, 3((HEKTUBHO B3aMMOICHCTBOBATH C KOJIJIETaMH,
PYKOBOJCTBOM, KIIMEHTAMHM.

OK 5. | OcymecTBasTh YCTHYIO M IMCbMEHHYI0 KOMMYHUKAIIMIO HAa TOCYIapPCTBEHHOM SI3bIKE C
y4eTOM 0COOEHHOCTEH COLMANBHOTO U KyJIbTYPHOTO KOHTEKCTA.

OK 6. | [IposiBIISITH TPpakIaHCKO-NTATPUOTUYECKYIO MTO3UIUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHNE Ha OCHOBE TPAJAUIIMOHHBIX O0IIEYEIOBEYECKUX [IEHHOCTEH.

OK 7. | CozeiicTBOBaTh COXpaHEHHIO OKPYXKAIOIIEH cpelibl, pecypcocOepexenuto, 3h(HekTuBHO
JIEHCTBOBATH B UPE3BbIYANHBIX CUTyaLUsX.

OK 8. | Ucnonw3oBath cpeacTBa (PU3UIECKOM KYJIBTYPHI IS COXPAHEHUS U YKPETUICHHS 3JJ0POBbS
B IIpolecce Npo¢ecCHOHANbHON AITEIbHOCTH U MOJAepKaHne He0OX0JUMOTO YPOBHS
¢bu3nYEeCcKOi MOATOTOBICHHOCTH.

OK 9. | Ucnonp3oBaTh HHPOPMALMOHHBIE TEXHOJIOTHH B TPOGECCHOHATBLHOMN 1EATEIIEHOCTH.

OK 10. | [Tonp3oBaTbes nmpodecCHOHATBHOM TOKYMEHTAlMeH Ha TOCYJapCTBEHHOM M HHOCTPAaHHOM

SA3bIKax.

1.1.3. B pe3ynbrare ocBoeHHs TPO(HECCHOHATEHOTO MOYJIS CTYICHT JOJIKEH:

Nmets

OIIBIT

IIPAKTUYECKHUM | aBTOMAaTU3UPOBAHHON CUCTEME;

YCTaHOBKH, HACTPOUKH MPOTPAMMHBIX CPEACTB 3alUThI HH(POPMALUU B

obecrieucHUs 3allIUTbl aBTOHOMHBIX aBTOMATU3UPOBAHHBIX CUCTEM
MMPpOrpaMMHBIMHU U ITPOrpaMMHO-aIMNapaTHbIMU CPEACTBAMMU,

TCCTUPOBAHUA (DYHKHHﬁ, JAUArdHoCTUKa, YCTPAHCHUS OTKAa30B U
BOCCTAaHOBJICHHA pa60TOCHOCO6HOCTI/I NpOorpaMMHBIX U IIPOTrpaMMHO-
alrapaTHbIX CPCACTB 3allIUThI I/IH(I)OpMaLII/II/I;

pemenus 3ana4 3amutel oT HCJI k nHpOpMaIiy orpaHu4eHHOT0 10CTYIIa C
MOMOUIbIO IPOTPAMMHBIX U IPOTPAMMHO-AMIAPATHBIX CPEACTB 3aILUTHI
uHbopMaIuy;

OPUMEHEHHUS HJIEKTPOHHOM MOANNUCH, CHMMETPUUHBIX U aCUMMETPUYHBIX
KpUNTOrpagUUecKUX allrOPUTMOB U CPEACTB MM(POBAHUS TaHHBIX;

yuéra, 00pabOTKH, XpaHEHUS U Niepeadn HHHOpMaIiH, 111 KOTOPO
YCTaHOBJIEH PEXUM KOH(DHUICHIINATBHOCTH;

paboThI ¢ MOJCUCTEMAMH PETUCTPALIUU COOBITHIA;

BBISIBIIEHUS COOBITHH U HUHIIMACHTOB 0€301aCHOCTH B aBTOMaTH3HpOBaHHOI>'I
CHUCTEMC.

YMETb

yCTaHABIIMBATh, HACTPAUBATh, IPUMEHATH MPOTPaMMHbBIE U POTPAMMHO-
anmapaTtHble Cpe/ICTBa 3alUThl HH(GOPMaLIUK;

YCTaHAaBJIMBATb U HACTPAUBATh CPCACTBA aHTI/IBI/Ipy0H0ﬁ 3alllUTHI B




COOTBCTCTBUH C TPCABABIACMBIMHA Tpe6OBaHHHMH;

JTMarHOCTHPOBATh, YCTPAHATH OTKa3bl, 00eCIeYnBaTh pabOTOCIIOCOOHOCTD U
TECTHPOBATh PYHKIUHU MPOTPAMMHO-AIIAPATHBIX CPEJICTB 3AIUTHI
uHdopmanuu;

MPUMEHSITh IPOTPAMMHBIE U TPOTPAMMHO-AIIAPaTHBIE CPEJCTBA JIJIS 3aIIUTHI
uHpopMaluu B 6a3ax JaHHBIX;

MPOBEPATH BBHITOTHEHNUE TPEOOBAHMIA 1O 3aIIUTE NHPOPMALIUU OT
HECAHKIIMOHUPOBAHHOTO JAOCTYIIA MPH aTTECTAIMH 00BEKTOB HHPOPMATH3ALIUN
1o TpeOoBaHUsAM 0€30MacCHOCTH NH(OPMALINN;

NPUMEHSITh MATEMATUYECKUIN armapar JJisl BBITOTHEHUS KPUIITOTpahuIeCKuX
npeoOpa3oBaHuii;

UCTIOJIB30BaTh TUITOBBIE MPOTPaMMHBIE KPUNITOrpaduIecKue CpeACTBa, B TOM
YUCJIE DJIEKTPOHHYIO ITOJIHKCH;

MNPUMCHATH CPCACTBA ITAPAHTUPOBAHHOTI'O YHUUYTOKCHUS I/IH(bOpMaI_II/II/I;

yCTaHaBIIUBATh, HACTPAUBATh, IPUMEHATH IIPOTPAMMHBIE U IIPOrPAMMHO-
amrmapaTHble CpPeJICTBA 3alIUThl HH(POPMAIINH;

OCYIIECTBIIATh MOHUTOPHUHT U PETUCTPAIIMIO CBEICHHMN, HEOOXOIUMBIX JIJIs
3alUThl 00BEKTOB MHPOPMATH3ALUH, B TOM YHCJE C UCIOJIB30BaHUEM
MPOrPaMMHBIX U MPOTpaMMHO-aNIapaTHRIX CPEICTB OOHAPYKEHHUS,
MpeIynpexaeHUs U JTUKBUAAIMN MTOCIEACTBII KOMITBIOTEPHBIX aTaK

3HaThb

0COOEHHOCTH U CMIOCOOBI MPUMEHEHHUSI IPOTPAMMHBIX M ITPOTPAMMHO-
anmapaTHbBIX CPEACTB 3alIUTHl H(POPMALIUHU, B TOM YHCIIE, B OTIEPALIMOHHBIX
CUCTEMaX, KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

METO/Ibl TECTUPOBAHUS QYHKIUI OTACIBHBIX IPOrPAMMHBIX U IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3alIUTH HHPOPMAIIHH;

TUIIOBbIE MOJICNIN YIIPABICHUS JOCTYIIOM, CPEICTB, METOI0B U IIPOTOKOJIOB
UICHTU(QUKAIMY U ayTeHTU(PHUKAINN;

OCHOBHBI€ MOHATHUS KpUNTOrpaduu U TUIOBBIX KPUOTOIpahUIECKUX METO0B
U CPEJICTB 3aIUThl UHPOPMAILIHH;

0COOEHHOCTH U CHIOCOOBI MPUMEHEHHUSI IPOTPAMMHBIX M TPOTPaMMHO-
amnmnapaTHbIX CPEACTB F'APAHTUPOBAHHOI'O YHUUTOKEHHSI HH(POpMAILIUH;

TUIIOBBIC CPEACTBA U METOJAbI BEACHUA ayuTa, CpECACTB U crmoco0oB 3alllUTHI
I/IH(bOpMaIII/II/I B JIOKQJIBHBIX BBIYHUCIUTCIBHBIX CCTAX, CPCACTB 3allIUTHI OT
HECAaHKIIMOHHUPOBAHHOI'O JOCTYyIIA.

1.2. KonnyecTBO 4acoB, OTBOAMMOE Ha OCBOEHHE MPO(PecCrOHAIbHOTO MOTYJIs




Bceero 478u4ac, u3 HuX

Ha ocBoeHne MJIK — 334 gacoB, B TOM 4HCIIE
HA CAMOCTOSITENIbHYIO padoTy — 6 4acoB,

Ha yueOHyto mpakTuky- 108 gaca,

Ha MPOU3BOJICTBEHHYIO IIPAKTUKY- 36 4acoB



2. CTPYKTYPA N COAEPXXAHUE ITPOPECCHUOHAJIBHOT'O MO VYJIA

2.1. Ctpyxkrypa npodeccuonansHoro moayis [IM.02 3amuTta nHPpOpMaAMK B aBTOMAaTU3UPOBAHHBIX CUCTEMaX MPOrPaMMHBIMH U TPOrPaMMHO-
anmnapaTHbIMH CPEICTBAMHU

O6beM mpodeccnoHaTEHOTO MOYJIS, Yac.
Konpr Oovem | O6yuenue mo MJIK, B gac. [IpakTuku
npodeccuo 00pazoB
B TOM 4HUCIIE
HaJIbHBIX HaumenoBanus pasnienon a- IPOM3BOACTBEH | (CamMOCTOS
o0mmux npo¢eCcCHOHATBHOIO MOAYJIA TEILHOM | pooro, | raGoparopusr | KYPCOBasd y4eOHasi | Has IPAKTHKA, | renpHas
KOMIIETEHI] nporpam abota IPAKTHK
. MFE),I tlfa wacos | XM p P qACOB paboral
, Jac. NpaKTHYECKH (npoexT), a, 4acosB
X 3aHATUH 94COB

K 2.1 - Paznen 1 monyins. [Ipumenenne
K 2.6 IIPOTPaMMHBIX U TPOTPaMMHO-

anmapaTHBIX CPEJICTB 3AIIUTHI 224 188 50 36 - 4
OK 1-OK

uH(popMaluu
10
K 2.4 Paznen 2 monyns. [Ipumenenne

KpUNTOTpapUUECKUX CPEACTB _
OK .ok | KpHmTorpag p 218 146 |56 72 2
10 3alIMTHl HHPOPMAIUN

IIpou3BoACTBEHHAs IPAKTUKA

(10 PO MITIO CTIEUATBLHOCTH),

4acoB (€CJIM MpeayCcMOTpeHa

UTOTOBAs

(KOHLIEHTPUPOBaHHAs )

MIPAKTHKA)

Bcero: 478 238 106 108 36 6







2.2. TemaTu4eckuil IIaH U coaepxanue npodeccuonanbHoro moayiis (IIM)

HaumenoBanue paznenon

podeCCHOHATIBHOTO
o (IIM) Coneprxanne yuyeOHOT0 MaTepuraa, 1abopaTopHbie padOThI M MPAKTHYECKUE 3aHITHS, CAMOCTOSATEIbHAS O06Bem
MOJTyJIs
Y ’ pabota oOyuaromerocs, Kypcosas padora (IIpoeKT) 4acoB
MEXIUCUUTUTHHAPHBIX
kypcoB (MJIK) u Tem
1 2 3
Pasnen 1 moayns. [lpuMenenue nporpaMMHBIX U IPOTrPaMMHO-ANIAapaTHBIX CPEACTB 3aIUThI HH(OpMAaLIUK
M/K.02.01. [IporpamMmmHbIe U IPOTpaMMHO-aNIapaTHBIE CPEJICTBA 3alUTh HH()OpMAIH 188
Paznen 1. OCHOBHBIC IPUHITUITBI TPOTPAMMHON U TTPOTPaMMHO-aNMapaTHON 3alUThl HHGOPMAIH
Tema 1.1. IIpenmer u Conepxanue 6
3a/1a4y MPOrpaMMHO- -
. [IpenmMer 1 3a1a4u MpOrpaMMHO-aINapaTHOMN 3aUThl UHpOpMaLUK
annapaTHOM 3allUThI
HH(OpMALIHH OCHOBHBIE IOHATHS IPOrPAMMHO-ANIAPATHON 3aIUTHI HH(POPMALUU
Knaccudukamnust METOI0B U CpENICTB MPOTPAMMHO-aNNapaTHON 3aIUThl HHGOPMAITIH
Tema 1.2. Crangaprsl Copnepxanue 4
0e3011acHOCTH
HopmaTtuBHbI€ 1paBOBbI€ aKThl, HOPMAaTUBHbBIE METOIUYECKUE JOKYMEHTBI, B COCTaB KOTOPBIX BXOISAT
TpeOOBaHUS U PEKOMEHAALNH IO 3alluTe HHPOPMALMHU IPOrPaMMHBIMU U IIPOTrpaMMHO-aNIapaTHIMU
cpenctBamu. [Ipodunu 3amuThl IPOrpaMMHBIX U POTrPaMMHO-aNIapaTHBIX CPECTB (MEKCETEBBIX SKPAHOB,
CPEJICTB KOHTPOJII ChEMHBIX MAIIMHHBIX HOCUTENEH HH(OpMalluu, CPEACTB IOBEPEHHO 3arpy3KH, CpPEICTB
AHTUBUPYCHOM 3aIUTHI)
CranzapTsl 10 3a11UTe HUHPOPMALIMH, B COCTAB KOTOPHIX BXOAAT TPEOOBAHUS U PEKOMEHJIAINH IO 3alUTe
UH(POPMALIMU POTPAMMHBIMU U ITPOTPAMMHO-AIIapaTHBIMHU CPEJICTBAMH.
[MpakTnyeckne 3aHATHA 6

O630p HOPMATUBHBIX IIPABOBBIX dKTOB, HOPMATHBHBIX MCTOANYCCKUX NTOKYMCHTOB 110 3allIUTC I/IH(l)OpMaLII/II/I,
B COCTAaB KOTOPLIX BXOIAT Tpe6OBaHI/IH U pCKOMCHAAIMU I10 3alIUTC I/IH(I)OpMaI_II/II/I IporpaMMHBIMU U




MporpaMMHO-alrapaTHbIMU CPECACTBAMMU. Pabora ¢ COACPIKAaHUECM HOPMATHUBHBIX ITPABOBBIX AKTOB.

0O0630p cranmapToB. Pabora ¢ copepkaHueM CTaHIapPTOB

Tema 1.3. 3anmumiuenuas
ABTOMATH3UPOBAHHAS
cucreMa

Coneprxanue

ABTOMaTH3anus npoiecca o0padoTku HHGOPMAITII

IlonsTue aBTOMaTI/I3HpOBaHHOﬁ CHUCTCMBI.

Oco0eHHOCTH ABTOMATHU3UPOBAHHBIX CHUCTEM B 3allIlUIIICHHOM HCIIOJTHCHWH.

Ocuosuble BUuabpl AC B 3alHIIIEHHOM UCIOJHEHUH.

MeTtoan! co3manus 0€30IMacHBIX CHCTEM

Mertonponorus IMPOCKTUPOBAHUA T'APAHTUPOBAHHO 3alIUIICHHBIX KC

JIMCKpeurOHHbIE MOJIETN

MaHnpgaTHbeIE MOAETH

HpaKaneCKne 3aHATHUA

16

VYuer, 06padoTka, XxpaHeHue u nepeaava napopmanuu B AUUC

OrpaHudeHue JoCTyna Ha BXOJ B CUCTEMY.

WNnentudukanus u ayTeHTUGUKAIIS TIOJIb30BaTeNICH

Pasrpannuenue gocryma.

Peructparnus cobpiTuii (ayaur).

KOHTpOJIB OEJI0CTHOCTHU AAHHBIX

YHHUUYTOXXEHHE OCTATOYHON WH(DOpMAITUH.

VYnpanenue noiauTukoit 6ezonacHocty. Lllabnonsr 6e3omacHocTH

Kpunrorpaduueckas 3amura. O630p nporpaMm muppoBaHus JaHHBIX




VYnpasnenue noauTukoi 6ezomnacHocty. Lllabmonsl 6e3omacHocTH

Tema 1.4.
JecTtabunusupyroiiee
BO3/ICIICTBUE HA OOBEKTHI
3aIUTHI

Conepxanue

HcTounuku AecTaOuIM3upyIoniero Bo3AeUCTBUS Ha O0OBEKThI 3aIIUThI

Crioco0bl Bo3/1elicTBHS HAa HHGOPMAIIHIO

HpI/I‘{I/IHLI " yCJIOBUA I[eCTa6I/IJ'II/I3I/IpyIOIJ_[eFO BO3JCHCTBUSA Ha I/IH(l)OpMaI_II/IIO

HpaKTuquKue 3aHATHUA

PacnpeﬂeneHI/Ie KaHaJ0B B COOTBETCTBHU C HCTOYHHUKAMHU BO3JCHCTBUS Ha I/IH(I)OpMaI_II/IIO

Tema 1.5. I[TpuHuumnet
IIPOrpaMMHO-aNNapaTHON
3alUThl UHGOpPMaLUU OT
HECaHKIIMOHUPOBAHHOIO
JocTyna

Coneprxanue

ITonsTue HECAHKIINUOHUPOBAHHOTI'O JOCTYIIA K I/IH(I)OpMaI_[I/II/I

OcHoBHBIE IOX0/1BI K 3amuTe uHPopmanuu ot HCJJ

Opranuzanus gocTyna K QaiiaM, KOHTPOJIb IOCTYIA U pa3rpaHUYeHHUE TOCTYIa, UePaAPXUUECKHUI JOCTYH K
daitnam. Oukcanus gocTymna K dainam

JlocTyn K TaHHBIM CO CTOPOHBI IIpoLiecca

Oco0eHHOCTH 3alMTHI JaHHBIX OT u3MeHeHus. [ludpopanue.

HpaKTI/I‘IECKHe 3aHATHHA

Opranu3anuys J0CcTyma K ¢aitnam

O3HAKOMIICHHE C COBPCMCHHBIMU MPOTrPaMMHBIMU U TPOTPpaMMHO-alllapaTHBIMA CPECACTBAMU 3alIUTHI OT

HCJT

Paznen 2. 3amuyra aBTOHOMHBIX aBTOMAaTHU3UPOBAHHBIX CUCTEM

Tema 2.1. OCHOBEI 3aIITATEI
aBTOHOMHBIX
ABTOMATH3MPOBAHHBIX
CHCTEM

Coneprxanue

PaboTa aBToHOMHOI AC B 3alTUIIICHHOM PEXUME

AnropurM 3arpy3ku OC. IlITatHble cpeacTBa 3aMbIKaHUS CPENIbI




Pacmmpenue BIOS kak cpencTBo 3aMbIKaHUs IPOrPaMMHOMN CPe/Ibl

CucTteMbl TUIIa DIEKTPOHHBIN 3aMOK. D3 ¢ MPOBEPKOM LETOCTHOCTHU MporpamMmHoi cpesl. [lonstue AM/I3
(moBepeHHas 3arpys3ka)

[TpuMeHeHHe 3aKia/10K, HAIPaBJICHHBIX Ha CHIDKEHUE 3()()EKTUBHOCTH CPEJNICTB, 3aMBIKAIOIIUX CPELy.

Tema 2.2.3amura
MporpamMM OT U3yUCHHUS

Conepxanue

N3zyuenue n obpatHoe npoektupoBanue [10

Crnioco6s1 nzyuenus [10: craTuueckoe U TMHAMUYECKOE N3YYEeHHE

33.,[[3.‘11/1 3alUTHI OT U3YUCHUS U CIIOCOOBI MX PCIICHUA

3ammra OT OTIaaKH.

3aH_[I/ITa OoT ,[[I/ISaCCCM6JII/Ip0BaHI/I5{

3amuTa OT TPACCUPOBKH 10 MPEPHIBAHUSM.

Tema 2.3. BpenonocHoe
nporpaMMHoe oOecrieyeHue

Coneprxanue

BpenonocHoe nporpamMmmHoe oOecriedeHne Kak 0coOblid BU pa3pyIlalonnX BO3IeHCTBUN

Knaccudukanus Bpe1oHOCHOTO porpamMmmHoro obecneuenus. Cxema 3apaxkenus. CpeacTBa HEHTpanu3aluu
BpenoHocHoro I10. [Ipodunaktuka 3apakeHUs

[Touck crnenoB aktuBHOCTH BpenoHocHoro [10. Peectp Windows. OcHOBHBIC BETKH, COJIepIKaITUE
uHpopMmanrio o BpegornocHoM I[10. JIpyrue o0beKTHI, coaepkanue nahopmanuto o BpegonocHom [10,
¢aiiner prefetch.

bor-netsl. [Ipuniun GyHkunonupoBanusi. Metoabl 0OHapyKEHUS

Knaccudukarus anTuBupycHbIX cpeacTB. CHTHATYPHBIN U 9BPUCTHYCCKUI aHAIN3

3ammra OT BUPYCOB B "pydyHOM pexkume"

OcHOBHBIE KOHIIENIMH TOCTPOEHUSI CUCTEM aHTUBUPYCHOM 3allIUTHI HAa MPEATNPUATUI

[MpakTnyeckune 3aHATHSA




[TpumeHeHus cpeacTB uccieaoBanus peectpa Windows 1715t HAX0XKIEHUS CIeI0B aKTUBHOCTH BPEJOHOCHOTO
I10

[IpomesxxyTounas arrectanusa no MJIK.02.01

Tema 2.4. 3amura Coneprxanue

IIPOrpamMM U JAHHBIX OT

HecankimonupoBanHoe konupoBanue nporpamm kak tun HCJ
HECaHKI[MOHHUPOBAHHOTO

KOMHPOBaHHUsA IOpunuueckre acreKkTbl HECAaHKIIMOHUPOBAHHOTO KONMPOBaHUs porpamMm. OO11iee NOHATHE 3aLIUTHI OT
KOIIUPOBAaHUS.

[Tpussizka [1O k annmapaTHOMY OKPY>KEHUIO K1 HOCUTEIISIM.

3anUTHRIE MEXaHU3MBI B COBPEMEHHOM IIPOrpaMMHOM obecrieuenun Ha npumepe MS Office

[MpakTnyeckune 3aHATHA

3aH_[I/ITa I/IH(I)OpMaI_II/II/I OT HCCAHKIIMOHHUPOBAHHOI'O KOIIMPOBAHUA C UCIIOJIB30BAHUEM CIICHUAIM3UPOBAHHBIX
MMpOrpaMMHBIX CPEACTB

3amuTHRIE MEXaHU3MbI B IpuiiokeHusax (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura Conepxanue

UHPOpPMALIUU HA

[Tpobnema 3amuThl OTUYX1aeMbIX KOMITOHEHTOB [IDBM.
MaIIMHHBIX HOCUTEISIX

Mertoab! 3amuThl MHGOPMAIMK Ha OTYYXJaeMbIX HocuTensx. Lludposanue.

CpecTBa BOCCTaHOBIICHUS ocTaTouHOM nH(popManuu. Co3gaHue MoceKTOpHBIX 00pazos HXKM/I.

HpI/IMeHeHI/IC CPCACTB BOCCTAHOBJICHHUA OCTaTOYHOM I/IH(bOpMaI_[I/II/I B Cy,He6HBIX KPUMHUHAJIIUCTHYCCKHX
OKCIICPTHU3aX U IIPU paCCICAOBAHNU MHIIUICHTOB. HOpMaTI/IBHaH 6a3a, AOKYMCHTHPOBAHUC PEC3YJILTATOB

be3Bo3BpartHOE ynaneHne JaHHbIX. [[pUHIUIIBI ¥ aITOPUTMBI.

[MpakTnyeckne 3aHATHSA

[TpumeneHne cpeicTBa BOCCTAHOBJICHHS OCTATOYHON MH(pOopMaIuu Ha mpuMepe Foremost wim anaiora

HpI/IMeHeHI/IC CIICHHUAIIM3UPOBAHHOI'O IIPOTpaMMHO CPEACTBA AJIsI BOCCTAHOBJICHUSA YIAJICHHBIX (baﬁHOB




ITpumeneHne nporpaMm Ajisi 0€3B03BPATHOIO yIaJI€HUSI JAHHBIX

[Tpumenenue mporpaMm AJis MIHUPPOBAHUS JAHHBIX HA CbE€MHBIX HOCUTENISX

Tewma 2.6. AnnapartHble Copnepxanue

CpeICTBA UACHTU(PHUKAIINN

TpeGoBaHus K almapaTHBIM CPEACTBAM MACHTH(GHUKAINK U ayTEHTH(UKALIMK M0JIb30BaTENEH, ITPHMEHIEMBIM
¥ ayTeHTHHUKALIH P p pea JeHTHUKAIL y ¢ukar , Ip

. B O3 u AIIM/13
10JIb30BaTeNeH
YcerpoiictBa Touch Memory
Tema 2.7. CucreMsl Coneprxanue
0OHapyXeHHS aTakK U
. COB u COA, otianuus B pynkuusax. OcHoBHble apxuTekTypsl COB
BTOP>KEHUI

Hcnonp3oBanue ceteBbix cHUPPepoB B kauectBe COB

Arnnapartssiii komnoneHT COB

[Tporpammusiit komnoneHT COB

Monenu cucteMbl 0OHapy KeHus! BTop keHuid, Knaccudukanus cuctem 0OHapy>KeHUSI BTOPKECHHIA.
O6HnapyxeHue curHatyp. OOHapyskeHre aHoMalIui. J[pyrue MeToabl 0OHapyKEeHUsI BTOPIKEHUI.

HpaKaneCKue 3aHATHUA

MO,I[CJIPIpOBaHI/Ie IMPOBCACHUS aTaKH. HSyquI/IC HHCTPYMCHTAJIbHBIX CPCACTB O6H3py>KeHI/I$I BTOp)KeHI/Iﬁ

Paznen 3. 3amura nHGOpPMAIIMK B TOKATBHBIX CETIX

Tema 3.1. OcHOBEI Conepxanue

MOCTPOCHMA 3allIUIIICHHBIX

cereit Cetn, paboTaromue Mo TEXHOJIOTMHA KOMMYTAIIUU TTAKETOB

Crek nportokosnioB TCP/IP. OcobeHHOCTH MapIIpyTH3AIIIH.

ITaTtHbIe cpeacTBa 3auIUThl HH(pOpMAIK cTeka npoTokonoB TCP/IP.

CpenctBa naeHTU(UKAIIMN U ayTCHTH(PUKAIMKA HAa pa3HbIX YpoBHsX npoTokona TCP/IP, nocronncTsa,
HEJOCTaTKH, OTPaHUYCHHUS.




Tema 3.2. Cpenctsa

Coneprxanue

opranuzanuu VPN

BuprtyansHas yactHas cetb. QYHKIMH, HAa3HaYEHHUE, TPUHIIUI TOCTPOCHUS

Kpunrorpadpuueckue n Hekpuntorpapuueckue cpeactsa opranuzanuu VPN

YcerpoiictBa, o6pazyronue VPN. Kpunromapmpyruzarop u KpuntoQuibTp.

Kpunropoyrep. IIpuHunmel, apXxutekrypa, MOJENb HapyIIUTENS, JOCTOMHCTBA U HEOCTATKH

Kpuntodunerp. [IpuHIMIIBI, apXUTEKTYypa, MOJIETh HAPYIIUTEINS, JOCTOMHCTBA U HEAOCTATKU

IIpakTHYeckne 3aHATHA

PassepreiBanne VPN

Pasnen 4. 3ammra nndopmair

U B CCTAX O6H_IGFO A0CTyIla

Tema 4.1.00ecneueHue

Coneprxanue

0€e30I1aCHOCTH
MEXCETEBOT'O

MeTosl 3amuThl HHGOPMaLMK IpU paboTe B CeTAX 0O0IEero JoCTyma.

B3aUMOJICUCTBHUA

MesxcereBbie 3kpanbl Tuma firewall. JlocTonHCTBa, HETOCTATKH, peAIU3yeMbIe TOJIUTUKH O€30TTACHOCTH

OcHoBHble TuNHI firewall. CumMeTpuuHble 1 HecCUMMeTpUYHBIE firewall.

VYposens 1. [lakeTHble GUIBTPHI

VYpoBeHb 2. OuibTparys ciyx0, MOUCK KIFOYEBBIX CJIOB B Telle TAKETOB Ha CETEBOM YPOBHE.

Yposens 3. Proxy-cepBepa NpuKIagHOIO YPOBHS

OHOXOCTOBBIE M MYJILTUXOCTOBBIE firewall.

OCHOBHBIE THIIbI APXUTEKTYP MYyJIbTUXOCTOBBIX firewall. TpeOGoBaHMs K KaX10My XOCTY UCXOIS U3
APXUTEKTYPHI U BBITOTHAEMBIX (DYyHKIIMNA

TpeboBanus o cepTUDUKAIIUN MEKCETEBBIX SKPAHOB

IIpakTHyeckue 3aHATHA

Wzyuenue u cpaBuenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.




W3yuenne pa3nuyHbIX CIIOCOOOB 3aKpPHITHS "OMACHBIX" TOPTOB

Paznen 5. 3amura nadopmariu B 6a3ax TaHHBIX

Tema 5.1. 3amura Coneprxanue

uHpopManuu B 6azax

JAHHBIX OCHOBHBIE THUIIBI YTPO3. MoJienb HapyuTeNns

CpenctBa naeHTUGUKAMY U ayTeHTU(UKALUKN. YTIpaBICHUE T0CTYIIOM

CpencTBa KOHTPOJIS 1IETTOCTHOCTH MH(pOpMaIuy B 6azax JaHHBIX

Cpe}ICTBa ayuTa 1 KOHTPOJIA 0e30IMacHOCTH. KpI/ITCpI/II/I 3alllUIIICHHOCTHU 0a3 JaHHBIX

[Ipumenenne kpunTorpaguueckux CpeAcTB 3alIUThl UHPOpMalMK B 6a3ax TaHHBIX

IIpakTH4eckne 3aHATHA

Nzyuenne mexanusmos 3amutel CYBJl MS Access

N3yuenune mratHbix cpencts 3amutsl CYBJ] MSSQL Server

[Ipomexyrounas arrectauus no M/IK.02.01

Paznen 6. MOHUTOPHUHT CUCTEM 3aIUThI

Tema 6.1. MoHuTOpUHT Copnepxanue

CHUCTCM 3alIHNThI —
ITonsTHe U 000CHOBaHHE H606XOI[I/IMOCTI/I HCIIOJIb30BAHHA MOHUTOPHHT'A KaK HCO6XOI[I/IMOI/I KOMITIOHCHTbI

CHCTCEMBbI 3alIUTHI I/IH(l)OpMaHI/II/I

OcobenHoctu (pukcamuu COOBITHIA, TOCTPOCHHBIX HA PAa3HBIX MPUHIIUIIAX: CETH ¢ KOMMYTallUel COCTUHEHUH,
ceTh ¢ kommyTarnuei nakeros, TCP/IP, X.25

Knaccudukanus orcnexxuBaeMbix coObITHI. OCOOEHHOCTH MOCTPOCHUS CHCTEM MOHUTOPUHTA

HUcrounukn I/IH(bOpMaI_[I/II/I AJI1 MOHUTOPUHTA: CCTEBBIC MOHUTOPBI, CTATUCTUYCCKUC XaAPAKTCPUCTHUKU
Tpaduka yepez M3, npoBepka pecypcoB 00IIEro Mmojb30BaHUsL.

Knaccudukanms ceTeBbIX MOHUTOPOB




CucteMsbl ynpaBieHus: COOBITHSIMA HHPOPMALIMOHHOM Oe3omnacHocTH (SIEM).

0630p SIEM-cuctem Ha MUPOBOM U POCCHIICKOM PBIHKE.

IIpakTHyeckne 3aHATHA 4
W3ydeHue u cpaBHUTEIbHBINA aHAJIN3 PACIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha mpumMepe RealSecure,
SNORT, NFR wnu npyrux aHaaoron
ITposenenue ayaura JIBC cereBbIM ckaHEPOM
Tema 6.2. 3yuenue mep Coneprxanue 2
3alUThl UHOpPMaUU B - - -
HEbOPMAIHOHHEIX N3yuenue TpeboBaHuUi 0 3aIuTe HH(POPMAIIMH, HE COCTABIISIIONIEH rocy1apcTBEHHYO TaiiHy. V3yueHnue
MeToandeckux JokyMeHToB @CTIOK 1o npumMeHeHno Mep 3aluUThl.
cucreMax
IIpakTHYeckue 3aHATHSA 2
Br16op Mep 3amuThl HHPOPMALIUY TS UX peau3aliii B MHPOPMALIMOHHOM cucteme. Bri6op
COOTBETCTBYIOIIMUX IPOrPaMMHBIX U IIPOTrPAMMHO-ANIAPATHBIX CPEACTB U PEKOMEHIALUI 110 UX HACTPOMKE.
Tema 6.3. U3yuenue IIpakTHYeckue 3aHATHSA 10
COBPEMEHHBIX — :
YcraHoBKa M HaCTpOHKa KOMILJIEKCHOTo cpesicTBa Ha npumepe SecretNetStudio (yueOHast TULIEH3US) HITH
IIPOrpaMMHO-aIapaTHBIX
JpYTUX aHAJIOTOB
KOMILJICKCOB.
VYcTaHoBKa M HaCTpOHKa MPOrpaMMHBIX CPEJICTB OLIEHKH 3aIIUIIEHHOCTH U ayAuTa HH(OPMaLlMOHHON
0e30MmacHOCTH, u3yueHrne (yHKIUN 1 HacTpoiKa pexxuMoB padoThl Ha npumepe MaxPatrol 8 nnm npyrux
aHaJIOrOB
W3yuenune TUNOBBIX pemieHuit i noctpoenus VPN Ha npumepe VipNet miu Ipyrux aHaiaoro
N3ydeHne coBpeMEHHBIX CUCTEM aHTUBHUPYCHOM 3aIIUThI Ha IPUMEpPE KOPIIOPATUBHBIX PELLIEHUI
KasperskyLab niu gpyrux anaioros
N3zyuenne dyHkipronana u obnacreit npumenenuss DLP cucrem Ha npumepe InfoWatchTrafficMonitor nnu
JpYyruX aHaJIOrOB
TE€MaTHKa CaMOCTOSTeNIbHOM paboTel pu udyuenun M/1K.02.01 4



https://www.infowatch.ru/products/traffic_monitor_enterprise

M3ydeHne HOBBIX TEXHOJIOTHI XpaHeHHUs HHPOpMALIUN

CrarucTuka u aHanu3 KpyMNHbIX yTeueK HH(opMaluu 3a roj

[Touck nHpOpMAaLIMK O HOBBIX BU/IAX aTaK Ha HH(POPMALIMOHHYIO CUCTEMY

0O030p COBpEMEHHBIX IPOIPAMMHBIX U POrPaMMHO-ANIapaTHIX CPEJCTB 3aIUThI

CpaBHI/ITeHBHHﬁ aHaJInu3 COBPEMCHHBIX ITPOrpaMMHBIX U IIPOI'paMMHO-aIlIIapaTHbIX CPEACTB 3alllUThL

VYyeGHast mpakTHUKa 1o paszzaeny 1 Moaysst
Buner pabort:

HpI/IMeHeHI/Ie IMPOrpaMMHBIX U MMPOTrpaMMHO-aIIIapaTHBIX CPCACTB obecrieueHUs HH(I)OpMaHHOHHOﬁ 0e30ITaCHOCTH B ABTOMATU3UPOBAHHBIX
CHUCTEMaAx

JluarHocTyka, yCTpaHEHHE OTKAa30B M o0ecriedeHne paboTOCIIOCOOHOCTH POTrPaMMHO-AMIAPATHBIX CPEACTB 00ECICUCHNS
WH(POPMALMOHHOMN 0€301MacHOCTH

Oneska 3¢ (eKTUBHOCTH MPUMEHAEMBIX TPOrPaMMHO-AMNIIAPATHBIX CPEJICTB oOecneueHust MHQOpMaIMOHHON 06e301acCHOCTH
CocrapieHne JOKyMEHTAIMH 10 y4eTy, 00paboTKe, XpaHEHUIO U Tepeiade KOHPHUISHIIMAIbHON HH(pOopMaIiu
Hcnonp3oBaHne mporpaMMHOro odecredeHus sl 00pabOTKH, XpaHEeHUs U nepefadn KoHGUASHINaIbHOW nHpOopMalun

CocrapneHue MapIIpyTa U cOCTaBa MPOBEJICHHS Pa3IMYHbIX BUIAOB KOHTPOJIbHBIX MPOBEPOK MPH aTTECTALUN 0OBEKTOB, TOMEIIECHUH,
IporpaMm, alrOPUTMOB.

VYcTpaneHue 3aMedaHuii 1o pe3ynbTataM IpOBEPKU

AHanu3 ¥ cocTaBJICHUE HOPMATHUBHBIX MCTOAUYCCKUX NTOKYMCHTOB I10 o0ecreyeHnIo HH(bOpMaHHOHHOﬁ 0€e30macHOCTH IIporpaMMHO-
alirrapaTHbIMU CPE€ACTBAMU, C YUCTOM HOPMATHUBHBIX ITPABOBBLIX aKTOB.

HpI/IMeHeHI/Ie MAaTEMAaTHUYCCKUX MCTOOOB IJIs OLICHKH KayC€CTBa U BBI60pa HAaUJIy4dIero mnmporpaMmMHoOro CpeacrBsa

36

Paznen 2 momyns. [Ipumenenne kpunTorpadudecKux CpeICcTB 3aUThl HHDOpMaIuu

M/IK.02.02. Kpunrorpadguyeckue cpeACTBa 3alIUThI HH(pOpMaLUK

146

Beenenue Conepxxanue




[Ipeamer u 3apaun kpunrorpaduu. Mcropust kpunrorpadhuu. OCHOBHbIE TEPMUHBI

Paznen 1. MaremaTtudeckue OCHOBBI 3aIIUTH HHGOPMAITUH

Tema 1.1. Matematuueckue
OCHOBBI KpHIITOrpadun

Conepxanue

12

DneMeHTbl TEOPUH MHOKECTB. [ pymbl, KoJbla, mossl.

I[CJ'II/IMOCTL YHUCCII. HpI/I3HaKI/I JACIIMMOCTH. HpOCTBIC 1 COCTaBHBIC YHCJIA.

OcHoBHas Teopema apudmetuku. HanGonpmmii o6mmii nenurens. Bzanmao

npocteie yncna. Anroput™ Eknnna ans Haxoxnaenus HOJI.

OtHomenus cpaBauMocTH. CBOWCTBA CpaBHEHMA. Moy sipHas apudMeTHka.

Kiaccsl. [lonnas u npuBenenHas cucrema BeiueToB. OyHkuus Jitniepa. Teopema @epma-Oiinepa. Aroputm
OBICTPOrO BO3BEJCHHS B CTETIEHb IO MOAYIIIO.

CpaBHeHus niepBoii ctenenu. Jlnaelinsie 1noganToBsl ypaBHeHus1. Pacmmpennstit anroputM EBkimuaa.

Kwuraiickas Teopema 00 ocTaTkax.

[IpoBepka yrcen Ha IPOCTOTY. AJITOPUTMBI T€HEPAIH MPOCTHIX Yncer. MeTo npoOHBIX nenenuii. Perrero
OpatoceHa.

Pa3znosxenue uucina Ha MHOXKUTETH. AropuT™bl dakTopusanuu. @akropuzamus Pepma. Merox [lomnapna.

Anroputmsl TuckpetHoro sorapudmuposanus. Merox [lomnapaa. Meron loppa.

Apudmerrueckue ornepanuu HaJ, OOJBITUMHU YHCIIAMH.

DAnunTUYeCKre KPUBBIE U UX MPHIIOKEHHS B KPUIITOTpa(HH.

IIpakTnyeckue 3aHATHS

[Ipumenenue anropurma Epxinaa muis Haxoxxaenus HOJl. Pemenne nuneiHbIX AMO(GaHTOBBIX ypaBHEHHIMA

IIpoBepka yncen Ha IPOCTOTY

Pemienue 3ama4 ¢ aaeMeHTaMu TCOpHUU YHUCCIIL.




Paznen 2. Knaccuueckas kpunrorpadus

Tema 2.1. Metonn!
Kpurrorpaduaeckoro
3a1uThl HHGOPMaLUU

Conepxanue

Knaccudukanus OCHOBHBIX METO/I0B KPUIITOrpaduuecKoil 3amuTsl. MeTo bl CHMMETPUYHOTO MU(PPOBAHHS

[udpst 3amensl. [Ipoctas 3amena, MHOTOA(aBUTHAS TOJICTAHOBKA, MPOTIOPIIMOHAIBHBINA TGP

Metoasl NEpCCTaHOBKHU. Tabnuunas NepeCTaHOBKA, MaplIpyTHasd ICPECTaHOBKA

lNammupoBanue. 'aMmmupoBaHue ¢ KOHEUHON ¥ OECKOHEUYHON TaMMaMu

IIpakTHYecKHue 3aHATHS

[IpumeHneHue Ki1acCU4eCKUX MUPPOB 3aMEHBI

HpI/IMeHeHI/Ie KIIaCCHUYCCKUX H_II/I(l)pOB MepeCTaHOBKU

[IpuMeHeHne MeTO1a TaMMUPOBAHUS

Tema 2.2. Kpunroanaius

Coneprxanue

OcHoBHBIE METO/IbI KpunTOoaHanu3a. Kpunrorpapuueckue araku.

Kpunroraduueckast CTOWKoCTb. AGCONIOTHO cTOMKHE KpunTocucTeMsl. [Ipuaiuner Kupkxoddca

[IepcrieKTUBHBIE HANPABIICHUs KPUIITOAHAIN3A, KBAHTOBBIM KPUIITOAHAIINS.

I[IpakTnyeckune 3aHATHS

Kpunroananus mudpa npocToil 3aMeHbl METOAOM aHaJIH3a YaCTOTHOCTH CUMBOJIOB

Kpunroananus kinaccuueckux mudpoB METOAOM HOJTHOTO nepedopa Kiroueit

Kpunroananus mudpa Buxunepa

Tema 2.3. [loTouHbIe
mUGpPbI U TEHEPATOPHI
MICEBIOCTYYaHBIX YUCE

Coneprkanne yaeOHOT0O MaTepuana

OcHOBHbBIE IPUHIMIIBI TOTOYHOTO mH(poBanus. [Ipumenenue renepatopos IICY B kpuntorpaduu

Mertoapl osydeHus iceBoCIyYaiHbix nocnenoBarensuocteit. JIKIL, meron ®ubdonauun, merox BBS.




IIpakTHYecKkue 3aHATHS

[Tpumenenne metono revepanuu [ICH

Paznen 3. CoBpemeHHas kpunrorpadus

Tema 3.1. KogupoBanue
nHpopmaIuu.
Komnerotepuzanus
muGpoBaHUsL.

Coneprxanue yueOHOTO MaTepualia

Konupoanue nnpopmanyu. CumpoabHOe KogupoBaHue. CMBICIOBOE KoAUpoBaHUe. MexaHu3amus
mmmdposanus. [Ipencrasnenue nnpopmaryu B ABonyHoM koze. Tabmuna ASCII

Komnerotrepuszanus mudposanus. AnmnapatHoe U nporpaMmHoe mudposanue CtannapTusaius
IIPOrpaMMHO-aINapaTHBIX KPUITOTPapUUECKUX CUCTEM U CpelCTB. M3yueHne coBpeMEeHHbIX IPOrPaMMHBIX
U alnapaTHbIX KpUNTOrpau4ecKux CpesicTB

IIpakTHYecKkue 3aHATHS

KonupoBanue nndopmaruu

HpOTpaMMHaH pcam3anuAa KIaCCUICCKUX IJ_II/I(I)pOB

N3yuenue peannzanuu KiaccCUU4eCcKuX MU(poB 3aMeHbl U iepecTaHoBKHU B iporpamme CrypTool unun
aHajore.

Tema 3.2. CuMMeTpHUUHBIE
cUCTeMBbl MH(pOBaHUSA

Copepxanne yueOHOTO MaTepHana

O6mue ceeaenus. CTpyKTypHasi cxeMa CUMMETPUYHBIX KPUIITOTpapUUeCKUX CUCTEM

OreuectBeHHble anroputMbl Marma u Kysneuuk u ctangaptsl 'OCT P 34.12-2015 u 'OCT P 34.13-2015.
Cummetrpuunsie anroputMsl DES; AES, I'OCT 28147-89, RC4

HpaKanecmle 3aHATHUSA

I/I3yquI/Ie HpOl"p&MMHOI’I peamn3anuu COBpEMCHHBIX CUMMCTPHUYHBIX IJ_II/I(l)pOB

Tema 3.3. AcummeTpruyHbIE
CUCTEMBI IU(PPOBAHUS

Coneprxkanne yueOHOro MaTepuana

Kpunrtocucremsl ¢ oTKpbITHIM KiTtouoM. HeoOpatumocTs cucteM. CTpyKTypHas cxema mudpoBaHus ¢
OTKPBITHIM KITFOYOM.




DeMEeHTHl TEOPUH YUCEIl B KPUIITOTPA(UU C OTKPHITBIM KIIOYOM.

IIpakTnyeckue 3aHATHS

IIpuMeHeHne pa3InYHbIX aCUMMETPUYHBIX aJITOPUTMOB.

N3ydenue nporpaMmMHON peaau3aluyd aCUMMETPUYHOTo anroputma RSA

Tema 3.4. Ayrentudukanus
JIAHHBIX. DJIEKTPOHHAS
MOJINCH

Copepxanre yueOHOTO MaTepuana

Aytentuduxanus nanueix. Ooume nousatus. 1. MAC. OgHoHanpaBieHHbIE Xe-PYHKIUNA. AITOPUTMBI
1n(ppoBON MOITUCH

IIpakTHYecKkue 3aHATHS

[Ipumenenue pa3nuuHbIX GYHKIUI XEMIMPOBaHUs, aHATN3 OCOOCHHOCTEH xelen

[Ipumenenue kpunrorpaguyeckux aTak Ha Xen-(QyHKIHH.

W3zydenue nmporpaMMHO-aIIapaTHBIX CPENICTB, PEATH3yIOMUX oCHOBHBIE (pyHKINH D11

Tema 3.5. Anroput™mbl
oOMeHa KJIrovei u
MIPOTOKOJIBI
ayTeHTU(UKAINH

Copepxanne yueOHOTO MaTepHana

AATropuUTMBI pacupeeNeHus KItouel ¢ IPUMEHEHUEM CUMMETPUYHBIX M ACUMMETPUUHBIX cxeM [IpoTokosibt
ayreHTH(uKanuu. Bzanmuas ayreHTudukanus. OqHOCTOPOHHSS ayTCHTUDUKAIIHS

IlpakTH4yeckue 3aHATUA

[Tpumenenne nporokona Jnudpu-Xemmmana s oOMeHa KIIFOYaMu UG POBAHUSL.

N3yyenne npuHIKUIOB pabOTHl MPOTOKOJIOB ayTEHTHU(HUKAIIUH C UCIIOJIb30BAHUEM JOBEPEHHON CTOPOHBI Ha
npumepe npotokona Kerberos.

Tema 3.6. Kpunro3zamnura
UH(POPMALIUHU B CETIX
nepeaayy TaHHBIX

Conepixkanue yueOHOTO MaTepraia

Abonentckoe mudposanue. [TaketHoe mmdpoBanue. 3anuTa HEHTPa FeHEPALUU KITIOUEH.
Kpunromapmpyrtuzarop. [lakerHsrit hpuiabTp

Kpunrorpaduueckas 3amuTa 6ecripoBOIHBIX COeAUHEHHH B ceTax cranaapTa 802.11 ¢ ucnonap3oBanuemM
nporokosioB WPA, WEP.




Tema 3.7. 3amura Copepxanue yueOHOTO MaTepuaa 2
uHpOpMaluu B
[IpuHIMIBI GYHKIIMOHUPOBAHUS HNEKTPOHHBIX IJIATEKHBIX CUCTEM. DIIEKTPOHHBIE IJIACTUKOBBIE KapThI.
AJIEKTPOHHBIX IJIATEKHBIX . ~
[lepconanbHbIN NAEHTU(UKALIMOHHBIA HOMEP
CUCTEMaX
[Tpumenenne kpunrorpaguyeckux MPOTOKOJIOB I o0ecrieyeHHs 0€30MaCHOCTH IEKTPOHHOW KOMMEPIIHH.
IIpakTnyeckue 3aHATHS 4
[Ipumenenue ayTeHTH(PUKALNY 110 OJHOPA30BBIM MApoJIsiM. Peanu3anus anropuTMoB CO3JaHHUS OJTHOPA30BbBIX
rapoJieu
Tema 3.8. KomnbrotepHas Coneprkanne y4eOHOT0 MaTepuana 2
creraHorpadus
CkpplTas nepenaya nHGOpPMaLUU B KOMITBIOTEPHBIX cucTtemax. [Ipobiema ayTeHTHUKAIIH
MYJIBTUMEIUIHON nH(pOopMamu. 3amuTa aBTOPCKUX MPAB.
Mertoap! kKoMmbioTepHOM creranorpadun. L{ludposrie BoasiHbIC 3HAKU. ATTOpUTMBI BcTpanBaHus [[B3
IIpakTHYecKue 3aHATHS 4
0O0630p 1 cpaBHUTENBHBIN aHaMU3 cymiecTByromiero [10 mis BctpauBanus [[B3
Peanuzanus npocredinx creraHorpau4eckux aaropuTMoB
TEMaTHKa CaMOCTOATENIbHON paboThl npu nzyuenun MJIK.02.02 2
HcTopus pa3BuTHs Kpunrorpapuu
[TepcnieKTHBHBIE HATIPABICHHUS KPUNITOTpaduu
YueOHas mpakTHKa pasnaesna 2 MOIyJIs 36
Bunst pabor:
Hcnonp30BaHue TUMIOBBIX KPUNTOTPA(QUUECKIX CPEACTB U METOJIOB 3aIUTH HH()OPMAIHH, B TOM YUCIIE U SJIEKTPOHHOW TOIHCH
[IpousBoacTBeHHas npakTuka no 11M.02 72

Buner pabor

— AHanu3 NPUHIIUIIOB MTOCTPOSHUS CUCTEM MH(POPMAIIMOHHOM 3alTUThI MPOU3BOICTBEHHBIX MOIPa3/ICICHHI.




— TexHu4deckas SKCILTyaTalys JJIEMEHTOB IPOrPaMMHOM U allllapaTHOM 3aIUThI aBTOMATU3UPOBAHHON CUCTEMBI.

— Y4acTue B IMarHOCTUPOBAaHUH, YCTPAHEHUN OTKa30B M 00ecreuyeHu paboToCoCOOHOCTH MTPOrpaMMHO-AIIapaTHBIX CPEACTB
obecnieueHnst THPOPMAIIMOHHOHN 0€30TIaCHOCTH;

— AHanu3 3¢ (peKTUBHOCTH MPUMEHSEMBIX POTrPaMMHO-ANIAPATHBIX CPEICTB 0OecnedeHrss MHPOPMALMOHHONW O€30IIaCHOCTH B
CTPYKTYPHOM NOAPa3eICHUN

— YuacTtue B obecrieueHuu yueTa, 00pabOTKH, XpaHEHH U Nepeiaull KOHPUIeHInaIbHONH HHPOpMauu

— HpI/IMCHeHI/Ie HOPMATUBHBIX IMPABOBLIX aKTOB, HOPMATHUBHBIX METOAUYCCKUX JOKYMCHTOB I10 o0ecreyeHuIo HHQ)OpMaHHOHHOI;'I
0e30macHOCTH IporpaMMHO-alIapaTHbIMU CPCACTBAaMU IIPH BBIIIOJIHCHHUH 3a1a4 ITPAKTHUKH.

Bcero:
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3. YCJIOBUA PEAJIM3ALINN [TPOT'PAMMBI [TPO®ECCHUOHAJIBHOI'O MOAYJIA

3.1. [Ins peanuzanuu nporpaMmbl NpopecCHOHATBLHOIO MOIYJISL JOJIKHBI OBITH MPEYyCMOTPEHBI
CIEyIOIINE CIEIUAIbHbBIC TOMEIICHHUS:

Peanuzanust mporpaMMel pearionaraeT HaIn4ue y4eOHbIX KaOWHETOB — JICKIIMOHHBIE
ayJIMTOPUU C MYJIbTUMEIUNHBIM 000pyA0BaHKuEM; Jaboparopun «IIporpaMmMHbIX U
pOrpaMMHO-aNapaTHBIX CPeACTB oOecrieueHust HH(POPMAITMOHHOH 0€301TacHOCTHY .

O6opynoBaHue yueOHOro KabuHeTa U pabournx MecT KaOMHETa — JICKIIMOHHAS ay IUTOPHS:
N0CaJI0YHBIX MecT - 30, pabodee MecTo MperoaaBaTelis, MPOSKTOP, EPCOHAIBHBIN KOMITBIOTED,
KOMIUIEKT MPE3CHTALINH.

Oo6opynoBanue adoparopunt «IIporpaMMHBIX U TPOrPaMMHO-AIIAPATHBIX CPEICTB
oOecrieyeHnss HHPOPMALMOHHOM 0e30MacHOCTH» U pabounx MecT JabopaTopHu:

paboune MecTa CTYJEHTOB, 000pYyI0BaHHBIE MTEPCOHATBHBIMU KOMIIBIOTEPAMU;
nabopatopHble yueOHbIE MAKETHI;

paboyee MecTO MpenojaBaTes;

y4e0HO-MeToInYeCcKoe obecreyeHrne MOayIs;

WHTEPAKTUBHAS TOCKA, KOMILJIEKT NIPE3CHTAIINL;

AQHTHUBUPYCHBIC TTPOTPAMMHBIC KOMITJICKCHI,

porpaMMHoO-anmnapaTHble cpeacTBa 3amuThl vHGopMmaru or HCJI, 6;110KMpOBKH 1oCcTyna U
HapyLIEHUs LEJI0CTHOCTH;

IPOrpaMMHBIE U IPOrpaMMHO-aIIIIapaTHBIE CPEACTBA OOHAPYIKEHUS aTak (BTOPKEHUN ), TOMCKa
yS3BUMOCTEM;

CpCaACTBa YHUYTOXCHUA OCTaTOYHOM I/IH(1)OpMaHI/II/I B 3alIOMHMHAarOImnx YCTPOI;'ICTBaX;

pOrpaMMHBIE CPEICTBA KPUNITOrpaduuecKo 3amuThl HHPOPMALIUH.

3.2. UudopmanmonHoe obecriedeHre 00ydeHus
3.2.1 OcHOBHBIE IIEYAaTHBIE HCTOUYHUKHU:

bapuues C.I"., 'onuapos B.B., Cepos P.E. OcHOBBI coBpeMeHHOM KpunTorpaduu: y4ueo.
[Tocobue. — M.: I'opsiuas nmunus — Tenekom, 2019.- 175 c.

Hymkun A.B., bapcykos O.M., Kpasuos E.B., CnaBnos K.B. IIporpammHuo-annaparssie
cpencTBa obecniedeHus nHpopMalmoHHoi 6e3omacHoctu: yueo. [locobue. — M.: [opsiuas nuHus
— Tenexom, 2019.- 248 c.

Hosukos B.K. OpranuzannonHoe u npaBoBoe obecrieueHue HHpopmalroHHoi 6ezonacHoctu: B
2-x yactsax. Yacte 1. [IpaBoBoe obecneuenne nHbopmarimoHHon 6e3onacHocTH: yueo. [locodue.
—M.: MUDT, 2019. - 184 c.


http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C.
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92.

Hosuxos B.K. Opranusannonnoe u npaBoBoe obecrieuenue nupopMaoHHoi 6ezonacuoctu: B
2-x gactax. Yacte 2. OpranuzanuonHoe obecreueHrne nHHOpMalmoOHHON 6e30macHOCTH: yueO.
rmocobue. — M.: MUOT, 2019. - 172 c.

Opraan3anoHHO-TIPaBOBOE oOecrneueHne nHPOopMaIMoOHHOM O6e30macHOCTH: y4eb. mocodue s
CTyn. yupexaeHuii cpen. npod. oopazosanus/ E.b. benos, B.H. [Ipxxeropiunckuii. — M.
N3patensckuit neHTp «Akagemusi», 2019. —336¢

HBanos M.A., UyrynkoB U.B. Kpunrorpaduueckre MeTop! 3aiuThl HHPOPMALIUH B
KOMITBIOTEPHBIX CHCTEMax U ceTsaX. YuebHoe nocobue - Mocksa: MUDU, 2019.- 400 c.
PexomennoBano YMO «SlnepHbie GU3UKa U TEXHOJIOTUI» B KAUECTBE Y4€OHOTO IOCOOUS IS
CTYZICHTOB BBICIINX yUEOHBIX 3aBEICHUH.

Andépos A.IlL., 3y6os A.1O., Ky3pmun A.C., Uepémymikud A.B. OcHoBBI Kpuntorpaguu
(yuebHnoe mocobue). - M.: I'enmnoc APB, 2019. — rpud Munucrepcra o6pazoBanus PD mo
TpYIIIe CIIeNUaTbHOCTEN B 00J1acTH HH(MDOPMAITMOHHOW 0€301TacHOCTH

Mensnukos B.II., KneiimenoB C.A., IlerpakoB A.M.: UHpopmanmonHas 6€30nacHOCTb U
3amuta uHpopmanuu M.: Akanemus, - 336 ¢. —2019

[Hanprun B.®. 3amuTa nHpopmanmy B KOMIBIOTEPHBIX cucTeMax U ceTsax M3a-so: IMK
IIpecc, - 2019

Karopun 10.®., Pazymosckuii A.B., CiuBak A.U. 3amuTa nunpopmanuu TeXHUYECKUMU
cpenctBamu: Yue6Hoe nocobue / [Tox penakuueii F0.®. Katopuna — CI16: HUY UTMO, 2019.
—416 c.

3.2.2. JlonoJHUTEIbHBIC TTIeYaTHBIC HCTOYHUKH:

[Toropenos b.A., CaukoB B.H. (pex.). CnoBaps kpunrtorpapuieckux repMmunos. - M.: MIIHMO,
2006. CnoBaps kpuntorpaduueckux repmuHoB. [lox pen. b.A. TToropenosa u B.H. CaukoBa. —
M.: MITHMO, 2006 r

®enepanbhblil 3akoH oT 27 utosig 2006 r. Ne 149-03 «O06 nndopmannu, THPOPMAITMOHHBIX
TEXHOJIOTUSX U O 3aIUTe UH(POPMALIUN».

®enepanbublil 3ak0H OT 27 utoiisg 2006 r. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX.
®enepanbhblil 3ak0H OT 27 nekadps 2002 r. Ne 184-D3 «O TeXHUYECKOM PEryIHMpPOBAHUI.

®enepanbHblii 3ak0H OT 4 Mast 2011 1. Ne 99-D3 «O nuiieH3upoBaHUU OTIEIBHBIX BUIOB
IEATENLHOCTH.

®enepanbublii 3akoH 0T 30 gexadps 2001 r. Ne 195-03 «Koxnexc Poccuiickoit @enepanmu 06
AIMUHUCTPATUBHBIX ITPABOHAPYUICHUAX).

Vkas3 [Ipesunenta Poccuiickoit @enepaunn ot 16 aBrycra 2004 r. No 1085 «Bomnpocsr
®denepalibHOM CITYKOBI [0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIOM.

Va3 I[Ipe3unenra Poccuiickoit @eneparun ot 6 mapta 1997 r. Ne 188 «O06 yTBepxk1eHNH
NepevHst CBEACHUN KOH(DUICHIINATBHOTO XapaKkTepa.

Vka3 I[lpesunenta Poccuiickoit ®eneparuu ot 17 mapra 2008 r. Ne 351 «O mepax o
obecneueHnto nHpopmaMoHHoH 6e3omacHocTH Poccuiickoit denepanny npu UCMOIb30BaHUN


http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92.
http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE

UH(POPMALIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CETeH MEXIyHApOAHOTO MH(OPMAIIHOHHOTO
oOMmeHay.

[Tonoxxenue o cepTUPUKAIUU CPEACTB 3aIIUTHI UHPOpMaMU. Y TBEPKIEHO IOCTaHOBICHUEM
[IpaBurensctBa Poccniickoit @enepanuu ot 26 uroHsa 1995 r. Ne 608.

CoctaB u coiep)kaHue OpraHU3alMOHHBIX M TEXHUYECKUX Mep 10 oOecreueHuto 0e301acHOCTH
NePCOHAIBHBIX JAHHBIX NPH UX 00pab0TKe B MH(POPMALIMOHHBIX CHCTEMaX NepCOHATbHBIX
naHHbIX. YTBepxkaeHsl npukazoM @CTIOK Poccun ot 18 dpenpans 2013 r. Ne 21.

Mepsi 3amuThl HHOOPMAIHH B TOCYJAPCTBEHHBIX MHPOPMAIIMOHHBIX CUCTEMAaX. Y TBEPIKICHBI
OCTIK Poccun 11 dpespans 2014 r.

AnmunuctpatuBHbii periiameHT @CTOK Poccun o npenocTaBieHuIo rocy1apcTBEHHOM
YCIIyTH IO JTUIICH3UPOBAHUIO JESTEILHOCTH 10 TEXHUYECKON 3aluTe KOH(pUIEeHITHAIBHON
uHpopmanuu. YteepxaeH npukazom @PCTIK Poceun ot 12 urons 2012 r. Ne §3.

AnmunuctpatuBHelid perinameHT @CTOK Poccnn 1o npenocTaBieHnIo rocyAapCTBEHHOM
YCIIyTH 1O JULEH3UPOBAHUIO JESATEIILHOCTH 10 pa3pad0TKe U IPOU3BOACTBY CPEJICTB 3aLIUThI
KoH(puIeHIMaIpHOH nHpopMarmn. Y1BepxaeH npukazom @CTOK Poccun ot 12 urons 2012 r.
Ne 84.

CrneuunanbHble TpeOOBaHUS U PEKOMEHIAIIUU 110 TEXHUYECKOM 3aInuTe KOHPUACHINATbHON
unpopmanuu (CTP-K). YTBepxkaens! nmpukazom ['ocrexkomuccun Poccun
ot 30 aBrycra 2002 r. Ne 282.

TpeboBanwust o 3amuTe HHPOPMAIIMU, HE COCTABIIAIONICH rOCy1apCTBEHHYIO TaiHy,
coJiep KaIeiics B TOCYyJapCTBEHHBIX HH(POPMALMOHHBIX CUCTEMAaX. Y TBEPKACHBI TPUKA30M
OCTIK Poccum ot 11 depang 2013 r. Ne 17.

TpeGoBanust o 3amure nHGOPMaLUH, cofepxKalelcs B MHHOPMALMOHHBIX CHUCTEMaX 00IIEro
nonb3oBanud. YTBepxkaeHbl npukazamMu ®Ch Poccun u ®CTIK Poccun
ot 31 aBrycra 2010 r. Ne 416/489.

TpeboBanus kK cucteMaM oOHapy>KeHHs BTopKeHUH. Y TBepkaeHsl mpukazoM @CTIOK Poccun
ot 6 nexabpst 2011 1. Ne 638.

PykoBomsmuii qokymeHT. ['eonHpOpMaIMOHHBIE CUCTEMBI. 3aIuTa HHPOPMAIIHH OT
HECaHKIITMOHMPOBAHHOTO JocTyma. TpedoBanus mo 3amure nHGopmaruu. YTeepxaen @CTOK
Poccun, 2008.

PyxoBozsmuii TokyMeHT. 3aniura oT HECaHKLIMOHUPOBAHHOTO IocTyna K nHpopmarnmu. Yacte
2. [IporpammHoe obecnieueHre 6a30BBIX CUCTEM BBOJIA-BBIBO/IA TIEPCOHAIBHBIX 3JICKTPOHHO-
BBIYUCIUTENBHBIX MalIiH. Kiiaccudukanms no ypoBHIO KOHTPOJISE OTCYTCTBUS
HelekJIapupoBaHHbIX Bo3MoxHOocTel. Y1BepxkaeH PCTIK Poccun 10 oxTsi6ps 2007 T.

[Tpuka3z ®AIICH npu [Ipesunente Poccuiickoit @eneparnuu ot 13 urons 2001 r.

Ne 152 «O06 yTBepkKIeHUH HHCTPYKIIMHA 00 OPTaHU3alluyd U 00€CTICUeHUH 0€301TaCHOCTH
XpaHeHHs, 00paOOTKH | Mepe/auu 10 KaHajlaM CBSI3H C UCIIOJIb30BAHUEM CPE/ICTB
KpHUnTorpagpuyeckon 3amuThl HHPOPMAIIUU C OTPAHUICHHBIM JOCTYIIOM, HE COJIEpIKaIei
CBEJICHUH, COCTABIISIFOIIUX TOCYTAPCTBEHHYIO TAHY».

[Mpuka3z ®Ch Poccun ot 9 despans 2005 r. Ne 66 «O6 yrepxaenuu [lomoxenus o pazpaboTke,
IPOM3BOJICTBE, PEATH3ANU U SKCIUTyaTalluu MU(PPOBATBHBIX (KpUITOrpaprUECKUX) CPEACTB
3alIUTHl HH(OPMAITHN.



I'OCT P UCO/MDBK 13335-1-2006 UnpopmanonHas TexHojaorus. MeToabl U CpecTBa
obecnieuenus 6e3onacHocT. Yacts 1. KoHuenus u Moenu MeHepKMeHTa 0€3011acHOCTH
UH(POPMALMOHHBIX U TEJIEKOMMYHHUKAITHOHHBIX TEXHOJIOTUH

I'OCT P UCO/MDBK TO 13335-3-2007 UndopmaninonHas TexHosorHs. MeTosl U CpeicTBa
obecnieuenus 6e3omacHocTy. Yactk 3. MeTo bl MEHEDKMEHTa 0€301acHOCTH HH(GOPMAITMOHHBIX
TEXHOIOTHI

I'OCT P UCO/MDK TO 13335-4-2007 MudopmarmonHast TeXHOJIOTUS. MeTOoIbI M CpelICTBa
obecnieuenus 6e3omnacHocT. YacTb 4. Bb1O6op 3amMTHBIX Mep

I'OCT P UCO/MDBK TO 13335-5-2006 Uudopmaninonnas TexHosorus. MeTosl U cpecTBa
oOecnieueHus 6ezonacHocTH. Yactpb 5. PykoBoCTBO IO MEHEIKMEHTY O€30MacHOCTH CETU

I'OCT P UCO/M3K 17799-2005 Nudopmanmonnas texHoiorus. [Ipaktnyeckue mpaBuia
yrpaBieHus] THPOPMAITMOHHOM 0€30MacHOCTHIO

I'OCT P UCO/M3K 15408-1-2008 NuopmanmoHHas TeXHOJIOTHs. MeTOABI U CpeACTBa
obecnieuenus 6e3omacHocTH. Kpurepun oneHkr 6€301macHOCTH HHPOPMAIMOHHBIX TEXHOJIOTHH.
Yacts 1. Benenue u obmiast Moaenb

I'OCT P UCO/MDBK 15408-2-2008 NupopmanimonHas TeXHOJIOTHsI. MeTObI U CPeACTBA
obecrieueHus 6e3omacHocTH. Kpurepuu omeHKr 0€301nacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI.
Yactp 2. OyHKIMOHATbHBIE TPeOOBaHUS 0€30MaCHOCTH

I'OCT P UCO/M3K 15408-3-2008 NuopmanmroHHas TeXHOJIOTHs. MeTOABI U CpeACTBa
obecnieuenus 6e3omacHocTH. Kpurepun oneHkr 6€301macHOCTH MHPOPMALIMOHHBIX TEXHOJIOTHH.
UYacts 3. TpeboBanus jgoBepus K 6€30MaCHOCTH

['OCT P 34.10-2001. "Undopmanmnonnas texHosiorus. Kpunrorpadudeckas 3ammra
uHdopmaruu. [Iporecco GopMUpOBaHKS M MPOBEPKH FICKTPOHHOU U(PpOBOH oamHcH"

I'OCT P 34-11-94. "Uudopmanmonnas texnonorus. Kpunrorpapuueckas 3ammra nHGOpMaIum.
@yHKIMS XAIIHUPOBAHUA"

['OCT P 50922-2006 3auura uandopmanyu. OCHOBHBIE TEPMUHBI U OTPEIEIICHUSI.
Pocrexperynuposanue, 2006.

I'OCT P 52069.0-2013 3amura unpopmarnuu. Cucrema crangaptoB. OCHOBHBIE TTOJ0XKEHUS.
Poccranpapr, 2013.

I'OCT P 51583-2014 3amura uaopmaruu. [lopsanok co3nanns aBTOMaTU3UPOBAHHBIX CUCTEM B
3alMIIeHHOM ucnoiaHeHuu. O6mue nonoxenus. Poccranaapr, 2014.

I'OCT P 51624-2000 3amuTta napopmManuu. ABTOMaTHU3UPOBAHHBIC CUCTEMBI B 3aIIUIIICHHOM
ucnonHennu. O6mue tpedosanus. ['occtangapt Poccuu, 2000.

I'OCT P 51275-2006 3amuta napopmanun. O6bekT nHpopmaruzaunu. GakTopsl,
BO3/IeHicTBYIOIME HA HH(popMarmro. O6mue nmonoxenus. Pocrexperynuposanue, 2006.

I'OCT P 52447-2005 3amura nandopmaruu. TexHUKa 3aIATH HHPOPMAIIHH.
Howmenkinarypa noka3zaresnei kauecta. PoctexperynupoBanue, 2005.

I'OCT P 50543-93 Konctpykiuu 6a3oBbie Hecymue. CpeacTBa BEIUUCIUTEIbHOW TEXHUKH.
TpeboBanus Mo odecneueHno 3auThl HHPOPMAIIUHN U JIEKTPOMArHUTHON COBMECTUMOCTH
METOJIOM 3KpaHupoBaHus. ['occrannapt Poccun, 1993.



I'OCT P 56103-2014 3amura napopmanru. ABTOMAaTU3UPOBAHHBIE CUCTEMBI B 3aIIUIIIEHHOM
ucnoixHeHuu. Oprauuszanys u copepikanue paboT Mo 3aIiuTe OT MpeIHAMEPEHHBIX CHIIOBBIX
JNIEKTPOMArHUTHBIX Bo3zAeicTBHid. O0mue nonoxenus. Poccranmapt, 2014.

I'OCT P 56115-2014 3amura napopmariv. ABTOMaTU3UPOBAHHBIE CUCTEMBI B 3aIUIIIEHHOM
ucnosHeHnu. CpescTBa 3alUThl OT IPEIHAMEPEHHBIX CHIIOBBIX 3JIEKTPOMArHUTHBIX
BoznericTBuii. Obmue TpedboBanus. Poccranmapt, 2014.

I'OCT P UCO/MD3K 15408-1-2012 UndpopmanroHHas TexHoJaorus. MeToabl U cpecTBa
obecnieuenus 6e3onacHocTH. Kpurepuu oneHKr 6€301acHOCTH MHPOPMALMOHHBIX TEXHOJIOTUH.
Yacts 1. Beenenue u obmas moaens. Poccrangapr, 2012.

I'OCT P UCO/M3K 15408-2-2013 UndopmannonHas TexHonaorus. MetToasl U cpeacTBa
oOecnieuenus 6ezonacHocTu. Kpurepun oneHkn 6€30macHOCTH HH()OPMALIMOHHBIX TEXHOJIOTUH.

YacTts 2. OyHKIHOHAIBHBIE TpeOoBaHuUs Oe3onacHoCTH (psimoe pumeHenue ISO/IEC 15408-
2:2008). Poccrangapr, 2013.

Metoauka onpeieneHns akTyalbHbIX YIpo3 0€30IMacHOCTH EPCOHANBHBIX TaHHBIX MTPU UX
00paboTke B MH(POPMAITMOHHBIX CUCTEMAaX MEePCOHAIBHBIX JaHHbIX. Y TBepkaeHa PCTOK
Poccun 14 despains 2008 r.

COopHUK BpEMEHHBIX METOAMK OLIEHKH 3alllMIIEHHOCTH KOH(PUIEHINATbHON HHPOPMAIIUU OT
YTEUKHU IO TEXHUYECKUM KaHanaM. Y TBepxkaeH ['ocrexkomuccueint Poccun, 2002.

I'OCT P 50922-2006 3amuta napopmanru. OCHOBHbIE TEPMUHBI U ONPEIECTICHHS.
PocrexperynupoBaunue, 2006.

I'OCT P 51275-2006 3amuta napopmanuu. O6bekT nHpopmMarnzaunu. GakTopsl,
BO3/IeHicTBYIONME HA HH(popMariio. O0mue monoxkenus. Pocrexperynuposanue, 2006.

COopHUK BpEMEHHBIX METOAMK OLIEHKH 3allUIICHHOCTH KOH(PHUISHIINATbHON HHPOPMAIIUU OT
YTEUYKH M0 TEXHUYECKUM KaHanaMm. Y TBepxkaeH [ octexxkomuccuen Poccuu, 2002.

TpeboBanus o 3amuTe HHPOPMAINU, HE COCTABIIAIONICH roCy1apCTBEHHYIO TaiHy,
coJiepKaleiics B TOCyJapCTBEHHBIX HH(POPMALMOHHBIX CUCTEMAaX. Y TBEPKACHBI TPUKA30M
OCTIK Poccun ot 11 despans 2013 1. Ne 17.

Mepsi 3amuThl HHGOPMAIHH B TOCYJAPCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAaX. Y TBEPIKICHBI
OCTIK Poccun 11 derpans 2014 1.

MeTtoanyeckie peKOMEHAaluH 110 TEXHUYECKOHN 3aInuTe UH()OPMAIMH, COCTABIISIONICH
komMmMmepueckyto Taiiny. Y1eepxxaeHsl DCTOK Poccun 25 nexadps 2006 r.

B) IIpOrpaMMHO€E 0OecTieueHne: ClelnaIn3upOBaHHOE MPOrpaMMHOE oOecTieueHue st
MPOBEPKU 3alUIIEHHOCTH MTOMEIIEHUH OT YyTeYKU HH(POPMALIUU TI0 aKyCTHUYECKOMY U
BUOPOAKYCTHUECKOMY KaHajaM, CIIELUAIbHBIX UCCIEIOBAHNI CPEICTB BBIYMCIUTEIBHON
TEXHUKH;

r) 0a3bl TaHHBIX, THPOPMAIIMOHHO-CIIPABOYHBIC U TIOMCKOBBIE CUCTEMbI: WwWw.fstec.ru;
www.gost.ru/wps/portal/tk362.

3.2.3. Ilepuoauyeckue u3aaHus:



Chip/Yun: XXypHai 0 KOMIIBIOTEPHOU TEXHUKE ISl MPOPECCHOHAIOB U OIBITHBIX
MOJb30BaTEIICH;

3amuTa uopmanuu. Uucaitn: MHpopmanmoHHO-MeTOIMYECKU KypHa
NudopmannonHas 6e30macHOCTb pernoHOB: HaydHO-ITpakTHYECKH KypHAI

Bomnpocs! kubepbe3zonacnoctu. Hayunsiii, nepruoanyeckuii, THPOPMAMOHHO-METOAMYECKHUI
XKypHaJ ¢ 6a30BOil crienuanu3anyend B oonactu nHpopMannoHHoi 6ezomacHoct.. URL:
http://cyberrus.com/

bezonacHocTh MHGOPMAITMOHHBIX TEXHOIOTHH. [leproandeckuii pereH3upyeMblil HayYHbII
x)ypaanmn HUAY MU®OU. URL: http://bit.mephi.ru/

3.2.4. DIEeKTPOHHBIE UICTOYHUKH:

®denepanbHas cyx0a 1Mo TeXHUYeCKoMy U dKcropTHoMY KoHTpotto (PCTOK Poccun)
www.fstec.ru

WNudpopmanmoHHO-cIIpaBOYHAsI CUCTEMA 10 IOKyMEHTaM B 00J1aCTH TEXHUYECKON 3aIIUTHI
uHpopmanuu www.fstec.ru

OO0pa3zoBarenbHbIC TOPTAITBI IO PA3ITUYHBIM HATIPABJICHUSAM 00pa30BaHMs U TEMaTHKE
http://depobr.gov35.ru/

CrpaBouno-npaBoBasi cucrema «Koncynsrant [Imroc» www.consultant.ru
CnpaBouHo-nipaBoBas cuctema «I'apanT» » www.garant.ru

®enepanbublil mopran «Poccuiickoe odbpaszoBanue www.edu.ru

®enepanbHblii mpaBoBoii moptan «Opunndeckas Poccus» http:// www.law.edu.ru/
Poccuiickuii Onomerpruyeckuii moptag www.biometrics.ru

®enepanbublil mopran «MHpopMaMOHHO- KOMMYHHUKAIIHOHHBIE TEXHOJIOTUU B 00pa30BaHUN»
htpp\\:www.ict.edu.ru

Caiit HayuHoii anekTpoHHOU 6uOanorekn www.elibrary.ru


http://bit.mephi.ru/
http://www.fstec.ru
http://www.fstec.ru
http://www.consultant.ru
http://www.garant.ru
http://www.edu.ru/
http://www.biometrics.ru
http://www.ict.edu.ru/
http://www.elibrary.ru

4. KOHTPOJIb 1 OUEHKA PE3VJIbTATOB OCBOEHU S [TPO®ECCHUOHAJIBHOI'O

MOAVYIJIA
Ko u HaumeHnoBanue
po(heCcCHOHALHBIX U
o0mux xommnereHui, | Kpurepuu omnenku MeTobI OIIEHKH
dbopMupyembie B
paMKax MOJTYJIs
[IK 2.1. JIeMOHCTpUPOBATh YMEHUS | TECTUPOBAHMUE,
Ocy1iecTBIsITh Y NIPaKTUYECKHE HABBIKU B .
. 9K3aMEH KBATU(UKAIIMOHHBIHN,
YCTaHOBKY U YCTaHOBKE U HACTPOMKe
HACTPOUKY OTJENBHBIX IPOrPAMMHBIX, | SKCIIEPTHOE HAOIIOICHUE
OT/IENbHBIX NpPOrpaMMHO-aNNAapaTHLIX | BRINOJHEHHUS J1a00paTOPHBIX paborT,
MIPOTrpaMMHBIX, CPEJICTB 3aIUThI 5
KCIEpTHOE HAOIIOACHU
MpOrpaMMHO- nH(popManun PKCTICPTHOC HADIMOACHHE 5
BBITIOJIHEHUS TIPAKTUYECKUX T
anmnapaTHBIX CPECACTB OJIHe pa ec pabot,
3allHTBI OIICHKA PEIIEHUS] CUTYAIMOHHBIX
uHpopmaIuu. 3aja4,
OLIEHKa Ipoliecca U pe3yIbTaToOB
BBHITIOJTHEHUS BUJIOB paboOT Ha
MpaKTUKE
IIK 2.2. JleMOHCTpUpOBATh 3HAHUS | TECTUPOBAHHUE,
OGecneunBaTh Y yMEHUS B 00E€CTICUCHHUH .
9K3aMEH KBAIU(DHUKAITMOHHBIH,
3amuTy HHGOPMAITUHU | 3aIIUThl HHGOPMAIIHH B
B aBTOMAaTU3HPOBAHHBIX SKCIEPTHOE HAOIIOIEHHE
ABTOMAaTU3UPOBAHHBIX | CUCTEMAX OTIEIbHBIMU BBITTOJIHEHUS 1ab0pPaTOPHBIX padoT,
cucreMax MIPOrpaMMHBIMH,
JKCIIEPTHOE HAOII0eHHE
OT/EJIbHBIMU MIPOrpaMMHO-
BBITIOJTHEHUSI PAKTUYECKUX paboT,
MIPOTrpaMMHBIMU, anmnapaTHbIMHM CPEJICTBAMHU
HpOrpaMMHO- OLIEHKA PEIICHUS CUTYAIlMOHHBIX
arnmnapaTHbIMHU 3amad,
CpeAcTBamu.
OLICHKA ITpoliecca U pe3yIbTaToOB
BBITIOJTHEHUSI BUJIOB paldoOT Ha
MpaKTUKE
[IK 2.3. Beinonnenue nepeyuss TECTUPOBAHUE,
Ocy1ecTBITH paboT MO TECTHPOBAHUIO .
o 9K3aMeH KBaIU(PUKAIIMOHHBIMH,
TECTUPOBAHUE (GYHKIUH OTACTBHBIX
q)yHKIII/Iﬁ OTACJIBHBIX IMporpaMMHBIX U 3KCHEPTHOEC HabI10 JICHUE
MPOTrpaMMHBIX U IPOrPaMMHO-AIIAPATHRIX | BBIIOJHEHHS Ja00paTOPHBIX padoT,
MIpOrpaMMHO- CPENICTB 3aIUTHI 5
KCIIEpTHOE H HU
arnmapaTHBIX CPEACTB | HHMOpMAIUn PKCTICPTHOC HADIOACHHE
BBITIOJIHEHHS TIPAKTHYECKUX padoT,
3aIIUTHI
OLICHKA PEIICHMS CUTYallMOHHBIX




UH(pOpMaLIUH.

3a1ad,

OLIEHKA TIPOIIecca U Pe3yIbTaTOB
BBITIOJIHEHUS BHJIOB paboT Ha
MPaKTHUKE

K 2.4.
Ocy1iecTBIsITh
00paboTKy, XpaHEeHUE
U repenaqy
UHpOpMALIUU
OTPaHUYEHHOTO
JIOCTYTIA.

[IposiBnATE 3HAHMA,
HaBBIKM U YMEHHUSI B
00paboTKe, XpaHEHUH U
nepenaye nHGOpMaIH
OTPaHMYEHHOTO JOCTyNa

TECTUPOBAHUE,
9K3aMEH KBaIU(PUKAIIMOHHBIMH,

SKCHEePTHOE HAOII0IeHUE
BBINOJIHEHUS Ta0OpaTOPHBIX PadoT,

JKCIIEPTHOE HAOIOICHIE
BBIITOJIHCHHUA MPAKTHYCCKUX pa60T,

OIICHKA PEIICHMS CUTYaIIMOHHBIX
3aja4,

OLIEHKa IIpoliecca U pe3ysbTaToB
BBITTOJIHEHUS BUJIOB paboT Ha
IIPaKTUKE

[IK 2.5. YHnuroxarh
uHpOpMaIUIO U
HOCHUTEIHN
uHbopmaIuu ¢
HCIIOJIb30BaHUEM
MPOTPaMMHBIX U
POrpaMMHO-
amnmapaTHBIX CPEJCTB.

JleMoHcCTpalus anropurma
MIpOBeIeHUS padoT 1o
YHUYTOXKEHUIO
nH(pOpMaIIUK U HOCUTENEH
nHpopManuu ¢
HCIIOJIb30BaHUEM
MIPOTrpaMMHBIX U
MPOrpaMMHO-aNNapaTHBIX
CPEICTB

TECTUPOBAHNE,
9K3aMEH KBATH(DHUKAITMOHHBIH,

JKCTIEPTHOE HAOII0ICHNE
BBITIOJTHEHHS JTAOOPATOPHBIX PadoT,

OKCIICPTHOC Ha6J'II-OI[CHI/Ie
BBIITOJIHCHUSA MMPAKTHYCCKUX pa60T,

OIICHKAa peIHCHI/ISI CI/ITyaIII/IOHHBIX
3ajad,

OIICHKA IIpo1ecca U pe3yjIbTaTOB
BBIINTOJIHCHUSA BU1OB pa60T Ha
IIPaKTUKE

IIK 2.6.
OcyiecTBIsITh
perucTpauio
OCHOBHBIX COOBITHH B
ABTOMATH3MPOBAHHBIX
(nHGOPMAIIMOHHBIX )
CUCTEMaX, B TOM
YHclie ¢
HCIIOJIb30BaHUEM
POrPaMMHBIX U
IPOrpaMMHO-
anmnapaTHBIX CPEJCTB
oOHapyX eHHs,
npenynpexaeHus U
JTUKBUIAITIT

[IposiBsITE 3HAHUA U
YMEHHUS B 3aIIUTE
aBTOMATHU3HPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
CUCTEM C UCIOJIb30BaHUEM
MPOTPaMMHBIX H
MIPOrpaMMHO-AIIapaTHBIX
CpencTB OOHAPYIKEHUS,
MpEeAYNPERACHUSI U
JIMKBUAALMH TOCIEACTBUN
KOMITBIOTEPHBIX aTaK

TECTUPOBAHUE,
9K3aMeH KBaTH(UKAIIMOHHBIH,

JKCIIEPTHOE HAOIIOCHHE
BBINOJIHEHUS Ta0OpaTOPHBIX PadoT,

IKCIIEPTHOE HAOII0ICHNE
BBIITOJTHCHHSA MMPAKTUYCCKUX pa60T,

OLICHKA PEIICHUs CUTYalMOHHBIX
3ajad,

OLICHKA IIPOLIECCa U Pe3yNIbTaTOB
BBITIOJIHEHUS BHJIOB paboT Ha
IIPaKTHUKE




HOCJIEICTBUI
KOMHBIOTepHBIX aTak.

OK 01. Beibupats
CIOCOOBI peieHus
3a1a4

000CHOBAaHHOCTH
MMOCTaHOBKH 11€JTH, BEIOOpa
Y TIPUMEHEHUS METOJIOB H

npodeccuoHaIbHON Croco00B pelICHUS
NEeSITeIbHOCTH, npodeccuoHaNbHBIX
MPUMEHUTEIBHO K 3ajady;
pa3IYHBIM
COHTEKCTAM. - aJIcKBaTHAasl OIICHKA U
CaMOOIIEHKA
3¢ (HEeKTUBHOCTH H
KaueCTBa BBITOJIHCHUS
npodeCCHOHATBHBIX 33124
OII 02.0cymecTBasATh | - UCMOJIB30BAHUE
MOWCK, aHAJN3 U pa3IMYHBIX UCTOYHHUKOB,
MHTEPIIPETALHIO BKIIIOYas DJICKTPOHHbIE
uH(pOpMaIny, pecypchl, MeIUapecypchl,

HEOOXOIMMOM JIJIs
BBIITOJIHCHUA 3a4a4
npodhecCuoHaTBHOM
JCATCIIBHOCTU.

HurtepHeTr-pecypcsl,
NEpUOANICCKUC U3JaHUA
10 CriICHUaJIbHOCTHU IJIA
peuienus
npodecCUOHATBHBIX 3a1a4

OK 03. ITmanupoBaTh
U peajr30BbIBATH
COOCTBEHHOE
po(heCCHOHATILHOE U
JUYHOCTHOE
pa3BUTHE.

- ACMOHCTpanunsa
OTBCTCTBCHHOCTH 34
IMPUHATBHIC PCHICHUA

- 000CHOBAaHHOCTh
camoaHalin3a U KOPPEKIIUs
Pe3yIBTaTOB COOCTBEHHOM
paboThI;

OK 04. PaboTaTb B
KOJIJIEKTHUBE U
KOMaHfe,

3¢ PeKTUBHO
B3aUMOJIEHCTBOBATE C

- B3aUMOJIENCTBHE C
oOy4aromuMucs,
pernoaaBaTe/IIMU U
MacTepaMHu B XOJIe
o0yueHus, C

WNHTtepnperanus pe3yibTaToB
Ha0JII0/IeHUH 32 AESITETbHOCTHIO
oOyyaromierocs B mporecce
OCBOCHHS 00pa30BaTEIbHON
MIPOrpaMMBbl

DKCrepTHOE HAOIIOIEHUE U OIICHKA
Ha J1a00paTOPHO - MPAKTHUECKUX
3aHSTHSX, IIPU BHIMIOJTHECHUH PabOT
10 y4eOHO U MPOU3BOJICTBEHHOM
MpaKTUKaM

DK3aMeH KBaTH(PHUKAIIMOHHBIH




KOJUIETaMH, PYKOBOJUTENSIMH YIeOHOM
PYKOBOJICTBOM, Y TIPOM3BOICTBEHHOM
KITUCHTAMH. MPAKTHK;
- 000CHOBAaHHOCTh
aHaju3a paOdoThI YICHOB
KOMaH/IbI (IO YMHCHHBIX )
OK 05. -TPaMOTHOCTb YCTHOH U
Ocy1ecTBIsTH IUCbMEHHOH peun,
CTHYIO H
YETy - ICHOCTh
MUCHBMEHHYIO
bopMyTUPOBaHUS 1
KOMMYHHKAITIIO Ha .
U3JI0)KCHUS MBICIICH
rOCyapCTBEHHOM
SI3BIKE C YUETOM
0COOEHHOCTEH
COIMAJILHOTO H
KYJIETYPHOTO
KOHTEKCTa.

OK 06. IlposBasaTh

- co0roieHNe HOpM

IpaXKaaHCKO- MIOBEJICHNUS BO BPEMS

NaTPUOTHYECKYIO y4eOHBIX 3aHATHIA U

MO3ULIHIO, NPOXOKJCHUS yU4eOHOH 1

JIEMOHCTPUPOBATh IIPOU3BOJICTBEHHOM

OCO3HAHHOE IPAKTUK,

MOBE/IEHNE Ha OCHOBE

TpaJULIUOHHBIX

00I11eYeI0BEYECKUX

LIEHHOCTEM.

OK 07. - 3¢ (eKTUBHOCTh

CopeiicTBoBaTh BBIINIOJIHEHU NTpaBwiI Th

COXPAaHEHHUIO BO BpeMsl y4eOHBIX

OKPY’KaIOIIEeH Cpeapl, | 3aHATHUH, IIPU

pecypcocOepexeHnIo, | MPOXOKIACHUN Y4eOHOU 1

3¢ heKTUBHO MPOU3BOACTBEHHOMN

JIECTBOBATH B [IPaKTHK;

Ype3BbIYaHbIX

CHTYaLUAX. - 3HAHHME U UCIIOJIb30BaHUE
pecypcocOeperarmumux
TEXHOJIOTHH B 001acTH
TEJIEKOMMYHUKALAN

OK 08. Ucnonn3oBate | - 3¢hpekTuBHOCTD

cpenctBa GU3HYECKOM
KYJIBTYPBI JJIs
COXpaHEHUs U
YKPEIUICHUS 300POBbSI
B TIpo1iecce
npodecCuoHATbHON

BBIIIOJIHEHUS TpaBwil Th
BO BpeMsl Y4eOHBIX
3aHATUH, TIPH
MPOXOXKACHUN yueOHOU 1
MPOU3BOJACTBEHHOMN




JESTCIIBHOCTH U
MOJIICpKAHUE
HEO0OXOMMOr0
ypOBHsI (pu3HUeCcKO
IIOITOTOBJIEHHOCTH.

NPaKTHUK;

OK 09. Ucmomp30BaTh
uH(pOpMaITMOHHBIC
TEXHOJIOTHH B
npodeccuoHanbHOM
JIeITEIIbHOCTH.

- 3ppexTUBHOCTD
UCIIOJIb30BaHUS
uH(POPMaIMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHH B
npodeccuoHaNbHOMI
JESTEIIbHOCTH COTIIACHO
bopMUPYEMBIM YMEHUSM
U TIOJTy4aeMOMY
MPAKTUYECKOMY OIIBITY;

OK 10. ITonp30BaTbCs
npodeccuoHaIbHON
JOKyMEHTAIUeH Ha
rOCyJITapCTBEHHOM H

HHOCTPAHHOM A3bIKaX.

- 3ppexTUBHOCTD
HCIIOJIL30BAaHHUA B
npodeccuoHaIbHON
EeITEIbHOCTH
HEe00X0UMON
TEXHUUYECKOM
JIOKyMEHTAIu1, B TOM
YHCJIe Ha aHTJIMHCKOM
SI3BIKE.




