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1. OBIIASI XAPAKTEPUCTUKA PABOYEHN ITPOT'PAMMBI [TPO®ECCHUOHAJIBHOI'O

MOVIIS

[IM.01 SKCIUIYATALIA ABTOMATU3NPOBAHHBIX (MHOOPMAILIMMOHHBIX) CUCTEM
B 3AIUIITEHHOM MCIIOJIHEH1

1.1. Ilens u muIaHUpyEMBbIC PE3yJILTAThI OCBOCHUS MPO(HECCHOHATEHOTO MOTYJIS

1.1.1. B pe3ynbrare uzydeHus npodeCCHOHATBHOTO MOTYJISI CTYACHT JIOJDKEH OCBOUTH OCHOBHOM
BUJI I€ATEIbHOCTH DKCITyaTalusi aBTOMAaTU3UPOBAaHHBIX (MH(DOPMAIIMOHHBIX) CUCTEM B
3alMIIEHHOM UCTIOJHEHUH U COOTBETCTBYIOIINE eMy MpodeccruoHalbHbIE U 00IUe KOMIIETEHIINH:

Kon HaumenoBanue BUIOB 1€ATEILHOCTH U MPOPECCHOHATBHBIX KOMITETEHIIUI

B/ 1 DKcITyaTanus aBTOMaTH3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B 3aIlIUIIICHHOM
WCTIOJTHEHU U

[IK 1.1. | IIpou3BOAUTH YCTAHOBKY U HACTPOUKY KOMIIOHEHTOB aBTOMATU3HPOBAHHBIX
(MHGOPMAITMOHHBIX ) CHCTEM B 3aITUIIICHHOM MCIIOJHEHUN B COOTBETCTBUU C
TpeOOBaHUSAMU IKCILUTYaTAIIHOHHOW TOKYMEHTAIMH.

IIK 1.2. | AIMUHUCTpUPOBATH IPOrPAMMHBIE U TPOrPAMMHO-ANIAPATHBIE KOMIIOHEHTBI
aBTOMATH3MPOBAHHON (MH(POPMALIMOHHOI) CUCTEMBI B 3aIUIIEHHOM UCTIOJTHEHUH.

IIK 1.3. | OGecneunBarh OecriepeOoOiHy0 paboTy aBTOMAaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CUCTEM B 3allMIICHHOM UCIIOJHEHUH B COOTBETCTBUU C TPEOOBAHUAMU
AKCILTYaTallMOHHOM TOKyMEHTAIIUH.

[1IK 1.4. | OcymiecTBIsATh MPOBEPKY TEXHUIECKOTO COCTOSHHS, TEXHUYECKOE 00CITyKMBaHUE U

TEKYIIUH PEMOHT, YCTPAHATh OTKa3bl M BOCCTAHABJINBATH paO0OTOCIIOCOOHOCTH
aBTOMATH3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3alUIIEHHOM HCIIOJHEHHH.

1.1.2. O0ume KOMIIETEHIIMU;

Kon HaunmeHnoBaHue BUIOB 1€ATEILHOCTH U TPOPECCUOHATBHBIX KOMIIETEHIIHH

OK 1. | Boibupars crioco0s! penieHus 3aaa4 npodecCuOHaIbHON AesITeIbHOCTH, TPUMEHUTEIBHO
K Pa3IMYHBIM KOHTEKCTaM.

OK 2. | OcymuecTBasTh MOUCK, AaHAJIN3 U MHTEPIIPETALUIO HH(OpMAIK, HEOOX0IMMOMN 151
BBITOJIHEHUS 3a/1a4 PO ECCUOHATBHOMN 1€ATEIbHOCTH.

OK 3. | [InanupoBaTh U peann30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. | PaGoraTh B KOJJIEKTUBE U KOMaH[E, 3((HEKTUBHO B3aUMOIEHCTBOBATH C KOJUIETaMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 5. | OcymiecTBasiTh YCTHYIO M MUCbMEHHYIO0 KOMMYHUKAIIUIO HAa TOCY/IapPCTBEHHOM SI3bIKE C




y4eTOM 0COOEHHOCTEH COLMANBHOTO U KyJIbTYPHOTO KOHTEKCTA.

OK 6. | [IposiBIISITH TPpaKIaHCKO-MTATPUOTUYECKYIO MTO3UIUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHNE Ha OCHOBE TPAJAUIIMOHHBIX O0IIEYEIOBEYECKUX [IEHHOCTEH.

OK 7. | CozeiicTBOBaTh COXpaHEHHIO OKPYXKAIOIIEH cpelibl, pecypcocOepexeHuto, 3hHeKTuBHO
JIEMCTBOBATH B UPE3BbIYANHBIX CUTyaLUsIX.

OK 8. | Ucnmonw3oBath cpeacTBa (GPU3UIECKOM KYJIBTYPHI JJIs1 COXPAHEHUS U YKPETUICHHS 3JI0POBbS
B IIpolecce MpopecCHOHANbHON JAeITeIbHOCTH U MOJIepKaHne He00X0JUMOTO YPOBHS
¢buznyecKoil MOArOTOBICHHOCTH.

OK 9. | Ucnonp3oBaTh HHPOPMALMOHHBIE TEXHOJIOTHH B TPOPECCUOHATBHOMN IEATEIIEHOCTH.

OK 10. | [Tonp3oBaTbes mpodecCHOHATBHOM TOKYMEHTAlMe Ha TOCYJapCTBEHHOM M HHOCTPAaHHOM

A3bIKaX.

1.1.3. B pe3yJjIbTaTe OCBOCHUA HpO(beCCI/IOHaJ'IBHOFO MOAYJIA CTYACHT HOJIZKCH:

NwmeTs

MPAKTUYECKHUH | aBTOMATHU3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM;

OIIBIT

YCTAaHOBKH U HaCTpOﬁKH KOMITIOHCHTOB CUCTEM 3alllUThI I/IH(i)OpMaHI/II/I

aIMUHUCTPUPOBAHMS ABTOMATU3UPOBAHHBIX CUCTEM B 3aIIUIIIEHHOM
HCIIOJTHCHHH;

OKCILTyaTalui KOMIIOHEHTOB CUCTEM 3alllUThI I/IH(i)OpMaHI/II/I
ABTOMATHU3UPOBAHHBIX CUCTEM;

JIMarHOCTUKU KOMITOHEHTOB CHCTEM 3aIlIUThl HH(OPMALIUH
ABTOMATHU3UPOBAHHBIX CUCTCM, YCTPAHCHUA OTKA30B U BOCCTAHOBJICHUA
paboTOCIOCOOHOCTH aBTOMAaTU3MPOBAHHBIX (MH()OPMAITMOHHBIX) CUCTEM B
3allUIICHHOM HCITOJIHCHHUN

yMETh

OCYIIECTBIISATH KOMIUIEKTOBAaHNE, KOHPUTYPUPOBAHHUE, HACTPOIKY
ABTOMATU3MPOBAHHBIX CHCTEM B 3aIIUIIIEHHOM HCIIOJHEHUN KOMIIOHEHT CUCTEM
3alUThl MH(HOPMAILIUK aBTOMATU3UPOBAHHBIX CHCTEM;

OpPraHU30BBIBAThH, KOH(UTYPUPOBATH, TPOU3BOIUTH MOHTAX, OCYIIECTBIIATH
JMAarHOCTHKY U YCTPaHSATh HEUCIPABHOCTH KOMITBIOTEPHBIX ceTeil, paboTaTh ¢
CETEBBIMU IIPOTOKOJIAMU PA3HBIX YPOBHEM;

OCYHIECTBIISATH KOHQUTYPUPOBAHUE, HACTPOHKY KOMIIOHEHT CHCTEM 3alUThI
uH(bOpMaIlMU aBTOMAaTU3UPOBAHHBIX CUCTEM;

IIPOU3BOAUTH YCTAHOBKY, aJallTAllUIO U COIIPOBOKIECHUE TUIIOBOTO
MIPOrPaMMHOT0 00ecrieueH ], BXOJSIIEr0 B COCTaB CUCTEM 3aIUTHI
UH(OPMALIMU aBTOMATU3UPOBAHHON CHCTEMBI

HaCcTpanBaThb N YCTPAHATH HCUCIIPABHOCTHU MPOrpaMMHO-AIlIIapaTHbIX CPEACTB
3alIUThI I/IHCbOpMaHI/II/I B KOMIIBIOTEPHBIX CCTAX 110 3aJaHHBIM IIPpaBUJIaM;




oOecrieynBaTh pabOTOCTIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATH
HCUCIIPABHOCTH

3HATh COCTaB W NIPHUHIIUIIBI pa0OTHI aBTOMATH3UPOBAHHBIX CUCTEM, OTICPAIHOHHBIX
CHUCTEM H CPEJI;

MPUHIUIBI pa3pabOTKH aIrOPUTMOB MPOTPAMM, OCHOBHBIX IPHEMOB
IIPOrpaMMUPOBAHUS;

MoJien 0a3 TaHHBIX;

HPUHIMIIBI TOCTPOEHUS, (pr3nyeckre OCHOBBI PabOThI epupepUiHbIX
YCTPOWCTB;

TCOPCTUUCCKHUEC OCHOBBI KOMITBIOTCPHBIX ceTel M ux arrapaTHbIX KOMIIOHCHT,
CCTCBbBIX MOHGHCﬁ, IMPOTOKOJIOB U MPUHIUIIOB aApCCaliuu,

MOpsAA0OK YCTAHOBKHU M BBOJIA B 3KCILNTyaTalluiO CPCACTB 3allIUThI I/IH(bOpMaI_[I/II/I B
KOMIIBIOTCPHBIX CCTAX,

HPUHIUITEI OCHOBHBIX METOJIOB OPTaHU3alMU U MTPOBEACHUS TEXHHYECKOTO
00CITy’)KMBaHUS BBIYMCIUTEIBHON TEXHUKU U IPYTHX TEXHUYECKHX CPE/ICTB
UH(POpPMATH3AIUH.

1.2. KonnyecTBo yacoB, OTBOJIMMOE Ha OCBOEHHE MPO(ECCHOHATEHOTO MOTY IS
Bceero 884 vac, n3 Hux

Ha ocBoenne MJIK — 596 gacos,

Ha y4eOHYI0 pakTuKy — 144 gacos,

Ha MPOU3BOACTBEHHYIO MPaKTUKY- 144 yaca



2. CTPYKTYPA N COAEPXXAHUE ITPOPECCHUOHAJIBHOT'O MO VYJIA

2.1. Ctpykrypa npodeccruoHaTLHOTO MOTYJIS

O6bem npodeccnoHaIbHOTO MOTYJIs, Yac.

Konpr Oobem | Obyuenue no MJIK, B uac. [TpakTuku
npodeccuo o0pazoB

q B TOM YHCJIC
HAJTbHBIX AMEHOBAHUS Pa3JICIIOB a- ) R CaMocTosTe
o0mux npohecCHOHANBEHOTO MOY IS TENBHOM | poero, | aGoparopms: | KYPCOBAs yueGuas | P )i IBHAS
KOMIICTEHI nporpam u paGora npakTuk | HAA HPAKTHER, =)0

. 4acoB
uu MBI, dac. npaktiyeckn | (MPOGKT), |, 4aCOB | yacop
X 3aHATUN 99COB

K 1.1. Paznen 1 momyns.

YcranoBka U HacTpoika
OK 1- OK P
10 aBTOMATU3UPOBAHHBIX 348 312 126 — 36 — 4

(MHQOPMAIMOHHBIX) CUCTEM B

3aITUIIICHHOM HCIIOJTHCHUN
IIK 1.2, Paznen 2 momyns.
K 1.3, AJIMUHUCTPUPOBAHUE
[IK1.4 ABTOMATU3HUPOBAHHBIX 536 340 126 - 108 144 6

UH(POPMAIMOHHBIX) CUCTEM B

10 3alUIICHHOM HCITOJTHCHUN

Bcero: 884 652 252 - 144 144 10

2.2. TemaTu4eckui IIaH U coaepxanue npodeccuonanbHoro moayiis (IIM)




HaunmenoBaunue
pa3aeioB U TEM

npodeccnoHaIEHOTO Copepxanre yaeOHOTO MaTepuaa, 1abopaTopHbIe padOTHI M MPAKTUIECKHUE 3aHITHSI, CAMOCTOSTEIbHAS O06beM
moxyas (ITM), pabota 00yuaromuxcs 4acoB
MEXKIUCIUTUTTHAPHBIX
kypcoB (MJIK)
1 2 3
Paznen 1 momyns. YcTaHOBKa M HACTPOMKa aBTOMAaTU3MPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3AIIUIICHHOM HUCTIOJTHEHUT
MJIK.01.01 OnepaniioHHbIE CUCTEMBbI 88
Pazgen 1. DnemeHTh TEOpHUH OrneparmoOHHbIX cucTteM. CBOMCTBA ONEpallMOHHBIX CUCTEM
Tema 1.1. OcHOBEI Conepxanue 6
TEOPHUH OINEePalMOHHBIX =
CHCTEM Ornpezenenne onepamoHHoN cucteMbl. OCHOBHBIEC MOHATHS. VICTOpUS pa3BUTHSI OTIEPAIIMOHHBIX CUCTEM.
Bunet onepannonHsix cucreM. Kimaccudukarus onepanMoHHBIX CHCTEM 0 Pa3HbIM MPU3HAKAM.
OnepanuoHHas cucreMa Kak HHTepQeiic Mexay IporpaMMHBIM U anmapaTHeiM obecriedeHrneM. CHCTeMHBIC
BBI30BHI. VccienoBanus B 001aCTH ONEpalliOHHBIX CUCTEM.
Tema 1.2. Mamua=HO- Coneprxanue 8
3aBUCHUMBIE U MAIlIUHHO- 3 oC. 1 0 oC
N arpy3uuk OC. Maunuanu3anus annapatasix cpenacts. [Ipomecc 3arpysku OC.
HE3aBUCHMBbIE CBOMCTBA Py H 1 p ped pol Py
ONCPALMOHHBIX CUCTEM | [[epeHocumocTh OC. MammnaHo-3aBucuMblie Moy OC. 3agaun OC 1o ynpaBlieHHIO ONepalrsMHU BBOAA-
BbIBOJIa. MHOTOCIOMHAsE MOJIEb MTOJCUCTEMBI BBOJa-BbiBOIa. [[patiBepnl. [logaepxka onepanuii BBoa-
BBIBOJIA.
Pabora ¢ ¢aitnamu. @aiinosas cucrema. Bunsl aitnoBsix cuctem. @usnueckas opranuzanus GaitioBon
cuctembl. Turbl ¢aito. dalioBeie onepamyy, KOHTPOJIb JOCTyNa K (aiiiaM.
I[IpakTnyeckue 3aHATHS 8

Buptyanbusie mamuasl. Co3nanue, MoauduKanms, padora

VYeranoska OC




Coznanue U n3y4eHue CTPYKTYpbI pa3/ieioB XKECTKOrO TUCKa

Omneparuu ¢ dainamu

Tema 1.3. MonynbpHas
CTpYKTypa
OIIEpPALIMOHHBIX CUCTEM,
IIPOCTPAHCTBO
M0JIb30BATENs

Conepxanue

Dx30s71po. Mojenb kimeHT-cepBep. Pabora B pexxume nosib3oBaTensi. PaboTa B KOHCOTBHOM pexUME.
O060510YKH OTIEPAITUOHHBIX CUCTEM.

IIpakTHYecKkHe 3aHATHA

PaGota B KOHCOJIEHOM U Tpa)UYECKOM peRUMAaX

Tema 1.4. Ynpasnenue
MaMATBIO

Conepxanue

OcHoBHoe ynpaBieHue namsateio. [lonkauka. BuptyanbHas namsTb. AJTOpUTMBI 3aMEIIEHUS CTPAHHULL.
Bompocsr pa3paboTku CUCTEM CO CTpAaHUYHOW opraHmu3ainuen naMatu. Bompocs! peanu3anun. CerMeHTanms
MaMATH

IIpakTHYecKue 3aHATHS

MOHI/ITOpI/IHF 3a UCIIO0JIb30BAaHHUEM ITIaMsITHU

Tema 1.5. Ynpasnenue | ConepxkaHue
IpoLeccamy,
[Tonstue npouecca. [louarue noroka. [ToHsTHE TpHOpPUTETA U OYEPEIH TTPOIIECCOB, OCOOCHHOCTH
MHOTOIPOLIECCOPHBIE .
MHOTOIPOLECCOPHBIX CUCTEM. MEXITPOLIECCOPHOE B3aUMOICHCTBUE
CUCTEMBI
[Tonsarue B3auMo610KMPOBKH. Pecypchl, 0OHapykeHne B3auMoOJIOKUpOBOK. M30eranue B3auMoOI0KHPOBOK.
[IpenoTBparieHre B3auMoOI0KUPOBOK
I[IpakTHYeckue 3aHATHS
VYpasieHne npoueccammy
Habumroenune 3a uCnoab30BaHUEM PECYPCOB CUCTEMBbI
Tema 1.6. Coneprxkanue

Bupryanuszauus u

TpeboBanwust, npuMeHsieMble K BUpTyanu3auuu. [ unepsuzopsl. Texnonornu 3¢pGpekTuBHON BUPTyaIN3aIlum.




00JIaYHbIE TEXHOJIOTUU

Bupryanuzauus namsatu. Bupryanusanus BBOJa-BbIBOIa. BupTyanibHble ycTporcTBa. Borpocsl
JVLEH3UPOBAHUS

O6maunble TexHOI0TUU. MccnenoBanus B 00aCTH BUPTYATU3AIMH U 00JIaKOB

IIpakTHYecKkue 3aHATHS 4

N3yuenue npumepoB BUpTyanbHbIX MamuH (VMware, VBox)
Pa3nen 2. bezonacHOCTh onepaniOHHBIX CUCTEM
Tewma 2.1. IIpuHIMIBL Conepxanue 6
ITOCTPOCHHS 3ALUTBHI =
uEOpMAIIH B [Monsarue 6ezonmacnoctu OC. Knaccudukanus yrpo3z OC. UctouHuku yrpo3 nHGOPMaMOHHOMN 0€301M1acHOCTH
B — u 00beKThI Bo3aeicTBus. [lopsaok obecnieuenus: 6e30macHOCTH HH(POPMAITUK MTPH SKCILUTyaTalluu

ornepaunoHuelx cucrem. lltatueie cpencrsa OC asist 3amKUThl HHPOPMALIUH.
CUCTEMAX

AyTteHTH(UKaLKA, aBTOPU3ALIUSA, AYAUT.

IIpakTHYecKue 3aHATHS 10

VYrpapiieHne y4yeTHbIMU 3aIllMCSMU NIOJIb30BaTENEeH U OCTYIIOM K pecypcam

AynuT coObITUI CHCTEMBI

N3yyenne mTaTHBIX CPEACTB 3alUThl HH(OPMALIUU B ONIEPALIMOHHBIX CUCTEMAX
Paznen 3. OcobenHocTH pabOThl B COBPEMEHHBIX OMEPAIIMOHHBIX CUCTEMaX
Tewma 3.1. Conepxanue 10
OneparnoHHbIC - - -

. 0630p cuctemsl Linux. [Iponeccel B cucteme Linux. Ympasnenue namsateio B Linux. BBoa-BeIBOJ B cucTeMe
cuctembl UNIX, Linux, Li Dai X
. mux. ®ainosas cuctema UNIX.

MacOS u Android

Onepanmonnsie cucteMbl cemeiicta Mac OS: ocobeHHOCTH,
npenMylieCTBa U HEAOCTATKU.

Apxurekrypa Android. [Tpunoxxenust Android




IIpakTHYecKue 3aHATHS

Coznanne nuctpuObroTHBalinux. YcTaHOBKA.

Pa6ora B OC Linux.
Tema 3.2. Conepxanue 4
OnepanonHas cucrema - -
Windows Crpyxkrypa cuctemsl. [Iponieccs! u noroku B Windows. Ypasnenue namstbio. BBoa-BeiBog B Windows.
I[IpakTnyeckune 3aHATHA 4
YcraHoBKa 1 nepBuyHast HacTpoiika Windows.
Tema 3.3. CepBepHbie Coneprkanue 4
OTIEepaIMOHHBIE CHCTEMBI —
OcnoBHoe Ha3zHaueHue cepepHbIXx OC. Ocobennoctu cepBepHblx OC. PacnpeneneHnble (aiiioBble CUCTEMBI.
I[IpakTnyeckune 3aHATHA 6
Pabota c ceTeBoii ¢aiiioBoi CHCTEMOM.
Pabora ¢ cepsepnoit OC, nanpumep, AltLinux.
TemaTtuka camocTosTeabHOM padoTsl pu u3ydeHnn MJIK.01.01
Coznanue BUPTyalbHON MAILIMHBI.
YcTraHoBKa ONepalimOHHON CUCTEMBI. 2
Amnanu3 xypHana aynuta OC Ha pabouem mecre.
N3ydenune aHaIUTHIECKUX 0030pOB B 00JIACTH MOCTPOSHHSI CUCTEM OE30MTACHOCTH OTIEPAIIMOHHBIX CHCTEM.
MJK.01.02 ba3bl JaHHBIX 150
Paznen 1. OcHOBBI Teopun 6a3 TaHHBIX
Tema 1.1. OcHOBHEIE Conepxanue 6

MOHATHUS TeopHuu 0a3
NaHHBIX. Moaenu

[TonsTre 6a3bl naHHBIX. KOMIIOHEHTHI CUCTEMBI 0a3 NaHHBIX: JaHHBIE, allllapaTHOE O0eCTIeueHueE,




JaHHBbIX

nporpaMMHoe obecrieueHue, nojap3opareny. OIHOMOIB30BATENFCKUE U MHOTOIIONIb30BATEIbCKIE CUCTEMBI 0a3
JTaHHBIX. IHTErprpoBaHHbIe U 001ue nanabie. OObEKThI, CBOWCTBA, OTHOWIEHHS. LleHTpanu3oBanHoe
yTpaBJIeHUE TaHHBIMH, OCHOBHBIE TPEOOBAHUSI.

MOI[CJ'II/I JaHHBIX. I/Iepapanecm/le, CCTCBLIC U PCIIIUOHHBIC MOJCIN OpraHrU3aliu JaHHBIX.
HOCTpGJ’IHHI/IOHHHe MOACIN NJaHHBIX.

TepMuHoiorus penssnuoHHBIX Mozenel. Kimaccudukamus cymuocreit. /[[Benaamnars npaswit Kogna s
ONpeAeNIeHUsI KOHUEIIHUH PEIALMOHHON MOJEIH.

Tema 1.2. OcHOBEI
PENAIMOHHON anreOpbl

Coneprxanue

OcHOBBI pensIMOHHON anreOpsl. Tpa guIoHHbBIe Oniepaliuy Hal OTHOIICHUsIMH. CIielnaabHbIe ONepaIiy Hal
oTHoeHussMH. Onepanuy HaJl OTHOLIEHUSIMU JTOTIOJTHEHHBIE J[eToM.

IIpakTnyeckue 3aHATHS

Onepanuu HaJl OTHOIICHUSIMU

Tema 1.2. ba3zoBrle
MOHATHS U
KJIaCCU(PUKAIIHSI CHCTEM
ympaBieHus: 6azamu
JaHHBIX

Conepxanue

bazossie nonsatus CYB/I. OcHoBuble Qynkimy, peanuzyembie B CYB/l. OcHoBHble KomnoneHTsl CYB/] 1 ux
B3aumoyeiicteue. Unrepdeiic CYB/I. S3wikoBbie cpenctBa CYB/. Knaccudukamus CYBJl. CpaBHUTENbHAS
xapakrepuctrka CYB/l. 3uakomctBo ¢ CYB/] (10 BEIOODY)

Tema 1.3.

LlenocTHOCTH JAHHBIX
KaK KJII0YEBOE MOHATHE
0a3 JaHHBIX

Conepxanue

IlonsTue HEJIOCTHOCTH U HECTIPOTHUBOPCUYUBOCTHU JAHHBIX. HpI/IMepH HapymcHUA HEJIOCTHOCTU U
HCIIPOTUBOPCUUBOCTU NAHHBIX. HpaBI/ma " OI'paHUYCHHA.

Paznen 2. [IpoextupoBanue 6a3 TaHHBIX

Tema 2.1.
Nudopmanmonnbie
MOJICIIA PEISIITUOHHBIX
0a3 JaHHBIX

Conepxanue

Tunsl nHGOPMAITMOHHBIX Moenel. Jlorndueckre Moaenu JaHHbIX. DU3NYEeCKre MOICTH JTaHHBIX.

IIpakTnyeckue 3aHATHS




[IpoexTupoBanre HH(OITOTHIESCKON MOJIEITH JaHHBIX

Tema 2.2.

Hopmanuzarus tabmimi

PENAIMOHHOM 0a3bl
JTaHHBIX.
[IpoexkTupoBanue
CBSI3EU MEXIYy
TaOIUIIAMU.

Conepxanue

Heo6xoauMocTs HOpManu3auu. AHOMaTUN BCTaBKU, yJaleHus 1 oOHOBJIeHus. [IpuBenenue Tabmuisl K
NEepBOi, BTOPOIi U TpeThelt HOpMaJIbHBIM (popmaM. JlanbHeiimas HopManu3anus Tabiaun. YerBepras u naras
HopMalibHbIE popMmbl. [IprMenenue mporecca HOpMaTU3aIHH.

IIpakTnyeckue 3aHATHS

[IpoexTupoBaHue CTPYKTYpPbI 0a3bl JaHHBIX

Tema 2.3. Cpenctsa
aBTOMAaTH3allNH
MIPOCKTUPOBAHUS

Conepxanue

CASE-cpenctBa, CASE-cucrema u CASE-rexnonorus. Knaccuduxauus CASE-cpencts. ['padpuueckoe
npeacrasiaeHue moaene npoekruposanys. UML. /luarpamma CyIHOCTb-CBS3b, IUarpaMma IOTOKOB JaHHBIX,
JuarpaMma IpeLeIeHTOB UCIIOIb30BaHNU.

IIpakTnyeckue 3aHATHS

[IpoexTupoBanue 6a3bl aHHBIX ¢ Hcnonb3oBaHneM CASE-cpencts

Paznen 3. Opranuzamus 6a3 JaHHBIX

Tema 3.1. Co3ganue
0a3nl JaHHBIX.
MaHnunynupoBanue
TaHHBIMH.

Conepxanue

Coznanue 0a3bl faHHbIX. PaboTa ¢ TabinuaMu: co3ganue Tabaulbl, U3MEHEHUE CTPYKTYPhl, HAIIOJTHEHHE
TaONMHIIBI JAHHBIMHU. YTIPABIICHHUE 3aITUCSAMU: TOOABICHHE, peJaKTUPOBAHUE, yIajJeHne U HaBuraius. PadoTta ¢
0a30l TaHHBIX: BOCCTAHOBIICHHE U cxkaTHe. OTKphITHE ¥ MOIUUKAIUS TaHHBIX. KoMaHIp! XpaHeHus,
n00aBJIeHMs], peIaKTUPOBAHUS, yAaJEHUS! M BOCCTAaHOBJIEHUS JaHHbIX. HaBuranus no Habopy HaHHBIX.

IIpakTHYecKkHe 3aHATHA

Coznanne 6a3pl qanHbix cpeactBamu CYBJI. Pabota ¢ Tabnuniamu: 1o6aBieHue, pejakTupoBaHue, yIajJeHue,
HaBUTAIUS 110 3aIHUCIM.

Tema 3.2. HIEKCEHL
CBsi3u MEXITY
TabJIMLIAMU.

Conepxanue

[TocnenoBarenpHbIN Mouck AaHHbIX. CopTUpOBKa U punbTpanus qaHHbIX. HAeKcupoBaHrue TaOmHIl.




OO0benrHeHne TaOIINIL]

Paznuunbie THIIBI HHACKCHBIX (aiinoB. Paboune oGmacti u nceBnoHuMbl. CBs3b Tabmui. O0beauHEeHNEe
TaOIHII.

I[IpakTnyeckue 3aHATHS
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Co3ganne B3anMOCBsI3€Ei

CopTtupoBKa, MOUCK U GUIBTPAIMS TaHHBIX

Croco0bl 00beIUHEHNS TAOIUI]

Paznen 4. Ynpasnenue 6a3oii JaHHBIX ¢ TomMotpio SQL

Tema 4.1.
CrpyKTypHpOBaHHbII
A3bIK 3anpocoB SQL

Conepxanue

OO0mas xapakTepUCTHKa SI3bIKa CTPYKTYPUPOBaHHBIX 3anpocoB SQL. CTpyKTypbl U THUIIBI TaHHBIX.
Crangaptsl s3bika SQL. Komanab! onpeneneHys JaHHBIX 1 MAHUITYJIMPOBAHUS JAaHHBIMU.

IIpakTHYecKkHe 3aHATHA

Coznanne 0a3pl JaHHBIX ¢ ToMoIbio Komaua SQL. PegaktupoBanue, BCTaBKa U yJaJIeHUE JTaHHBIX
cpeactBamu si3bika SQL

Tema 4.2. Onepatopsl u
¢bynkiuu s3pika SQL

Conepxanue

Crpyxkrypa komanasl Select. Ycnosue Where. Oniepatopsl u pyHKIIMN TpoBEepKH ycinoBuid. Jloruueckue
onepatopsl. ['pynnoBeie pyHkunu. @yHkuuu aatbl 1 BpeMeHUu. CUMBOJIbHBIE (DYHKITUH.

IIpakTHYecKne 3aHATHS

CoznaHue 1 UCIOJIb30BaHKE 3alIPOCOB. ['pyIupoBKa U arperupoBaHUE TaHHBIX

KOppCHHpOBaHHBIe BJIOKCHHBIC 3aITPOCHI

Coznanue B 3anpocax BbIUKUCIAEMBIX ojel. Mcnonp30Banne ycaoBuii

Pazgen 5. Opranuzamus pacnpeaeaéHHbIX 0a3 JaHHBIX

Tema 5.1.

Conepxanue




ApXUTEKTYpPbI
pacnpenesieHHbIX 0a3
TAHHBIX

ApPXUTEKTYpBI KIIeHT/cepBep. JJocTOMHCTBA U HETOCTATKU MOZEICH apXUTEKTYPhI KIIMEHT/CepBEp U UX
BiustHuE Ha pyHKpoHupoBanue ceteBbix CYBJI. IlpoekTrpoBanne 6a3bl JaHHBIX O] KOHKPETHYIO
apXHUTEKTYpy: KIIMEHT-CEPBEP, pacipeaesieHHbIe 0a3bl JaHHBIX, MapauiebHas 00paboTKa JaHHBIX.

OTnnums u MNpCUMYIICCTBA YAAJICHHBIX 0a3 JaHHBIX OT JIOKAJBbHBIX 0a3 JaHHBIX. HpeI/IMYIHeCTBa, HECOOCTAaTKN
1 MCCTO IPUMCHCHUA ,Z[BYX3BCHHOI7I u TpeX3BeHHOﬁ APXUTCKTYPHI.

HpaKTI/I'leCKI/Ie 3aHATHSA

praBJ'IeHI/IC JOCTYIIOM K 00BEKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHas
4acTh pacrpeeeHHOM
0a3nl JaHHBIX

Coneprxanue

[TnanupoBanue u pazsépreiBanue CYB/I 1ist paboThl ¢ KIIMEHTCKUMU MTPUIIOKEHUSIMU

I[IpakTnyeckue 3aHATHS

VYceranoska CYB/I. Hactpoiika komnonentoB CYB/I.

Tema 5.3. Kimneurckast
4acTh PACIPEACICHHON
0a3bl JAHHBIX

Conepxanue

[TnanupoBanue npunoxeHuid. Opranu3anus naTepdeiica ¢ moap30BaTeIeM. 3HAKOMCTBO C MaCTEPAMHM U
KOHCTPYKTOPAaMH IIPH MPOSKTHPOBaHUH (POpM H 0TueTOB. THITBI MeHI0. PaboTa ¢ MeHIO: co3/1aHue,
Moau(pUKaIHU.

Hcnonp3oBanne 00beKTHO-OPUEHTHPOBAHHBIX S3BIKOB MIPOrPAMMHPOBAHUS JIJIS CO3/[aHUS KIIMEHTCKOW YacTh
0a3pl JaHHBIX. TE€XHOJIOIMH TOCTYyIA.

Onrumu3arus npou3BoauTebHOCTH padoThl CYB/I.

HpaKTI/I'leCKI/Ie 3aHATHUSA
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Coznanue Gopm 1 0TYETOB

Coznanue MeHto. ['eneparus, 3amyck.

[IpodunmpoBanme 3aIpOCOB KIMEHTCKUX MPUITTIOKCHHM.

Paznen 6. AnMuHHCTpHpOBaHUE U 6€30MaCHOCTh




Tema 6.1.

O0ecnieuenue
[IEJIOCTHOCTH,
JIOCTOBEPHOCTH H
HEMPOTHBOPECYMBOCTH
JIAHHBIX.

Conepxanue

VYrpo3sl ienoctaoctd CYBJl. OcHOBHBIC BUIBI M IPUYHUHBI BOZHUKHOBEHUS yTPO3 1ET0CTHOCTH. CIocoOb!
npoTtuBojercTBus. [IpaBuia, orpaHudeHUs.

[TonsaTHe Xpanumoi npoueaypsl. JJ0OCTOMHCTBA U HEJOCTATKU UCIIOJIB30BAaHUs XpaHUMBIX ITpouenyp. [lonarue
TpUrrepa. SI3pIk XpaHUMBIX IpoLieayp U TpurrepoB. KackaaHble Bo3aelcTBHA. YIpaBiIeHUE TPAaH3aKIMUSIMU U
K3IIMPOBAHUE NTAMSATH.

IIpakTnyeckue 3aHATHS

PazpaboTka XpaHUMBIX MIPOLEAYP U TPUTTEPOB

Tewma 6.2. [lepexsar
UCKITIOYUTENbHBIX
cuTyarui 1 oopaboTka
OIIMO0K

Conepxxanue

[ToHsITHE UCKITIOYNTENIBHOW CUTYaluu. MATKUN 1 dKECTKUN BBIXOJ U3 UCKIFOUMUTENBHON cuTyaunu. Mecto
BO3HHUKHOBEHHUS UCKITIOYUTENBHON cutyarun. OnpeneneHne xapakrepa omrmOKy, BeI3BaBIIeH
HCKJIIOUUTENIbHYIO CUTYALIUIO.

Tema 6.3. Mexaun3mel
3aImuThl HHQOPMAITUHU B
CUCTEMax YIpaBJIeHUs
0a3zaMH TaHHBIX

Conepxanue

CpenctBa uaentuukanum u ayreHrudukanuu. O6mue ceenenns. Opranuzanus Bzaumoneiictsus CYB/ u
6a3oBoit OC. CpenctBa ynpasieHus: 10cTynioM. OCHOBHBIE MOHATHUS: CYOBEKThI U O0BEKTHI, IPYTIIIbI
MOJIb30BaTeNIeH, MPUBUIIETHH, POJIU U MIPEACTABICHH. SI3bIKOBBIE CPEICTBA pa3rpaHUUEHUs J0CTyma. Buibl
MPUBUJIETUI: IPUBHIIETUU 0€30IIACHOCTHU U JlocTyna. KoHLenus u peanusanus MexaHu3Ma pojiei.
CootHouienue npas gocryta, onpeaensieMbix OC u CYB/I.

Cpenctsa 3amuThl HHGOPMAIMU B 0a3ax TaHHBIX

IIpakTHYecKkue 3aHATHS

VYmpasieHnue npaBaMu JocTyna K 0a3aM JaHHBIX

Tema 6.4. KonupoBanue
Y TIEPEHOC JTAHHBIX.
Boccranosnenne
JTAHHBIX

Conepxanue

Coznanme pe3epBHBIX KOMH Bcel 6a3bl TaHHBIX, KypHajia TPaH3aKLIUM, a TAK)Ke OJTHOTO MJIM HECKOJIbKUX
(haiinoB wim ¢aitnoBeix rpynm. [Tapamienusm onepanuii MOAUGUKAIIMN JaHHBIX U KOMUPOBaHUS. THITBI
PE€3epBHOTO KOMUPOBAHMS. Y IPABICHNE PE3EPBHBIMU KOITUAMU. ABTOMATU3aLKs IPOIIECCOB KOMUPOBAHMUS.




BoccraHnoBiieHne JaHHbBIX

IIpakTryeckune 3aHATHS

Aymut nansbix ¢ nomouisio cpeacts CYB/l u tpurrepon

Pe3epBHOE KOMMpoBaHNE U BOCCTAaHOBJIEHHE 0a3 JTaHHBIX

TEeMaTHKa CaMOCTOATENbHOU paboThl mpu nzydenun MJIK.01.02
[IpoexTrupoBanue HGOIOTHIECKON MOIeTH Oa3bl TaHHBIX.
Pazsurue CYB/I.

Co3znanue nonb30BaTeNbCKOro npusoxenus cpeacreamu CYbJ]

Pa36op cuHTakcHca XpaHUMBIX MIPOIIETYP U TPUTTEPOB.

VYuebHas mpakTuka pazzuena | Mmomyns

Buner pabot

YcraHOBKa MPOrpaMMHOT0 00ECIIEYeHUSI B COOTBETCTBHU C TEXHHUYECKOM JOKyMEHTAIIUEH.

Hactpoiika mapameTpoB paboThI TPOrPaMMHOTO O0ECTICUeHUSsI, BKITIOYasi CHCTEMbI YIIPaBIIeHUSI 0a3aMy TaHHBIX.

Hactpoiika KOMIIOHEHTOB MOJCUCTEM 3aIUThl HH()OPMALIMY OTIEPAITUOHHBIX CUCTEM.

VYnpaBieHne y4eTHbBIMU 3alIUCSIMU MOJIb30BaTENEH.

Pabota B onepanoHHBIX CHCTeMax ¢ COOIOACHNEM JISHCTBYIONINX TPpeOOBaHUI IO 3aIuTe HH)OPMAITUH.

VYcraHoBKka OOHOBJICHHS IPOTPAMMHOTO O0ECIICUEHUSI.

KOHTpOJIL IOCIO0OCTHOCTH IMOACUCTEM 3allIUThI I/IH(l)OpMaLII/II/I ONCPAaIMOHHBIX CUCTCM.

BoinonHeHue pe3epBHOro KOMUPOBaHMSI U aBapUITHOIO BOCCTAHOBJIEHUS pab0TOCIIOCOOHOCTH ONEPALlMOHHON CUCTEMBI M 0a3bl TaHHBIX

Hcnonb30BaHre IpOrpaMMHBIX CPEICTB 7Sl apXUBUPOBaHUS HHGOPMAIUH.
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Paznen 2 moayns. AIMHHUACTPUPOBAHHE aBTOMAaTU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM B 3aIIUIIIEHHOM UCIIOJTHEHUH




M/IK.01.03 CeTu u cucTeMbl nepeaauu nHpopmanumn 74
Paznen 1. Teopus TeIeKOMMYHHKALIMOHHBIX CETEH
Tema 1.1. OcHOBHBIE Coneprxanue 18
MIOHSITHSL U OTIPEEIICHUS
Knaccudukanus cucrem cBsizu. CooOIIeHUs M CUTHAIBI. BUbI 371eKTpOHHBIX CUTHAIIOB. CIIEKTpaJIbHOE
npencraBieHue curuanos. [lapamerpsl curnanoB. O0beM U HH(POpPMALIMOHHAS eMKOCTh CUTHAJIA. 5
IIpakTHyeckne 3aHATHA
Tema 1.2. Ilpunuunsl Copepxanue
nepenayu UHGopmauu = = =
B COTSX M CHOTEMAX Haznauenue u npuHIuns! opranuzanuu cerel. Kiaccuduxanus cereit. MuoroypoBHeBbIi moaxos. [Iporokon. | 8
CBSI3H Hntepoeiic. Crex npoTokoioB. TenekoMMyHHKAIMOHHAS Cpeia.
IIpakTHYeckue 3aHATHSA 5
Tema 1.3. Tunossie Conepxxanue 12
KaHaJIbl [Iepelau U UX = =
XAPAKTEPUCTHKY Kanan nepegauun. CeTeBoii TpakT, FpyNnoBoi KaHaj nepeaadu. AnmnapaTtypa HUQpOBBIX TUIE3HOXPOHHBIX
cucreM nepeaadyd. OCHOBHBIE TAPAMETPHI U XapaKTEPUCTUKHU CUTHAJIOB. Y IPOUIEHHAS CXeMa OpraHUu3aluu
ka"asa TY
IIpakTHyeckne 3aHATHA 12
Pacuer nmporyckHOM crTOCOOHOCTH KaHalla CBSI3U
Pa3nen 2. Cetu nepeaaun AaHHBIX
Tewma 2.1. Apxurektypa | Conepxanue 14
Y TIPUHITUIIBI pabOTHI C = C 5 D D -
. TPYKTypa U XapakTepUCTHKH ceTel. CriocoObl KOMMYTAallMU U Miepefadn AaHHbIX. Pacnipenenenue GpyHkuumi
COBPEMEHHBIX CeTeH PYKLYP P p yrat peAaiu 1 pea YHKIL
II0 CUCTEMAM CETH U ajipecaliys MakeTos. MapipyTusanus 1 yrpaBlIeHUe IOTOKaMHU B CETSAX CBA3H.
rnepeaadn JaHHbIX
[IpoTokosbl u HHTEpPENCH yIIpaBiIeHNUs KaHaJIaMHU U CEThIO Mepeiadl TaHHBIX.
IIpakTHYecKkHe 3aHATHSA 38




Kondurypuposanue cereBoro narepdeiica pabodeii cTaHIIH

Kondurypuposanue cereBoro uaTepdeiica mapuipytusaropa mo npotoxkosry [P

Koppexkmust npobiiem unTepdeiica MapmpyTiuaTopa Ha pU3MUECKOM U KaHAJIbHOM YPOBHE

JlmarHocTrKa U pa3pelieHue mpooieM CeTeBOr0 YPOBHS

JluarHocTHKa U pa3perieHue npoodsieM NpoTOKOJIOB TPAHCIOPTHOTO YPOBHS

JnarnocTuka u paspelieHue npoodieM IpOoTOKOJIOB MPUKIAJTHOTO YPOBHS

Tema 2.2. Conepxxanue 12
becnipoBoHbIE CUCTEMBI —
Hepeau NAHHKIX becripoBoanbie kaHanb! cBsA3U. becripoBoaubie cetn Wi-Fi. [IpeumyiecTBa 1 0651acTh NpUMEHEHUS.
OcHoBHbIE 3JIeMEHThI OecnpoBOIHBIX ceTei. CTannapThl OecripoBoaHbIX ceTeil. Texnonorus WIMAX
IIpakTHyeckne 3aHATHA 16
Hacrtpoiika Wi-Fi mapmpyTtuzaropa
Tema 2.3. CoTOBEIE U Coneprxanue 12
CIIyTHUKOBBIE CHCTEMBI —
[pununs! GyHKIMOHUPOBaHUS cucTeM coToBoi cBsizu. Ctangaptel GSM u CDMA. CriyTHUKOBBIE CHCTEMBI
nepesavyy JaHHbIX.
10
IIpakTHyeckune 3aHATHA
TEMaTHKa CaMOCTOSTENILHOUM padboTel mpu u3yueHun MJIK.01.03
Kondurypuposanue cereBoro natepdeiica 0
MapuipyTuzanus 1 yrpapjieHUE TOTOKaMU B CETAX CBS3U
M/K.01.04 DxcnuyaTanus aBTOMATH3HPOBAHHBIX (MH(POPMAIMOHHBIX) CHCTEM B 3aIMILEHHOM HCIIOJTHEHUH 122
Pa3znen 1. PazpaboTka 3aluieHHbIX aBTOMAaTU3HPOBAaHHBIX (MH()OPMAIIMOHHBIX) CUCTEM
Tema 1.1. OcHOBEI Conepxanue 8

MH(pOpPMaIMOHHBIX
CHUCTEM KaK 00BbeKTa

[TonsiTe aBTOMaTH3MpOBaHHOM (MHGOpMaIMOHHON) cucTeMbl OTinrunTenbHbie uepThl AIC Hanbonee yacto




3aIUThI.

WCTOJIb3YEMBIX KJIacCH(PHUKAIUI: TI0 MacIITaly, B 3aBUCUMOCTH OT XapakTepa WH(OPMALMOHHBIX PECYPCOB, IO
TEXHOJIOTNU 06p360TKI/I JaHHBbIX, I10 CHOCOGy A0CTyIla, B 3aBUCUMOCTH OT OpraHu3al CUCTCMBI, I10
XapakTepy UCIOJIb30BaHus HHPOpMaLuy, 1o chepe npumeHenus. [Ipumepsr obnacreit npumenenust AVC.
[Tpoueccer B AUC: BBOM, 00paboTKa, BBIBOA, 0OpaTHas cBa3b. TpedoBanus k AVIC: THOKOCTh, HaJIC)KHOCTD,

3¢ (HeKTHBHOCTH, 0€30TTaCHOCTb.

OcHoBHbBIE 0COOEHHOCTH COBpeMEHHBIX MPOeKTOB AVC. DneKTpOHHBIN JOKYMEHTOOO0OPOT.

HpaKanecKne 3aHATHUSA

12

Paccmotpenne mpumepoB GyHKITMOHUPOBAHUS aBTOMATU3UPOBAaHHBIX HH(PpopMannmoHHbIX cucteM (EI'AUC,
Poccuiickas ToproBasi cuctemMa, aBTOMaTU3MpOBaHHAS HHPOPMAIIMOHHAS CUCTEMa KOMITaHUH )

PazpaboTka KOHIETINY 3aIIUTHl aBTOMAaTH3UPOBAHHON (MH(POPMALIMOHHO) CHCTEMBI

Tewma 1.2. XXu3neHHBIN
LIMKJT
ABTOMAaTHU3HPOBAHHBIX
CHCTEM

Conepxanue

[Tonstue xuznennoro uukiaa AWC. [Iporecce xku3HenHoro mukia AUC: ocHOBHbIE, BCIIOMOTaTEbHEIE,
opraam3anonnsie. Ctaaun xxu3HeHHoro ukina AVC: MoaenupoBanue, yrpasieHHe TpeOOBaHUSMU, aHATN3 U
MIPOEKTUPOBAHUE, YCTAHOBKA U CONPOBOXIeHHe. Mojenu xu3znenHoro uukia AVC.

3ama4yu U Tanbl IPOSKTUPOBAHUS ABTOMATU3UPOBAHHBIX CHCTEM B 3aIUIIIEHHOM HCIOJIHEHUHU. MeTo00THI
npoektupoBanusd. Opranuzanus padoT, GyHKINU 3aKa34UKOB U Pa3pabOTUHKOB.

TpeboBaHMs K aBTOMAaTU3UPOBAHHOM CHCTEME B 3aLIUIICHHOM HCIIOJHEHUU. PaboThI Ha CTausIX U dTamax
CO3JIaHMs aBTOMATU3UPOBAHHBIX CUCTEM B 3AIIMIICHHOM UCHIOJTHEHUH. TpeOoBaHus 10 3aIUTe CBECHUN O
CO3/1aBaeMOl aBTOMaTU3UPOBAHHON CUCTEME.

IIpakTyeckune 3aHATHS

PazpaboTka TeXHUYECKOTO 3a/1aHUs Ha IPOSKTUPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI

Tema 1.3. Yrpo3sl
0€301acHOCTH
nHpopmaiuu B
aBTOMAaTH3MUPOBAHHBIX

Conepxanue

HOTGHI_II/IEUIBHI:IG YIpO3bI 6€3OHaCHOCTI/I B aBTOMAaTU3UPOBAHHBIX CUCTCMAX. Hcrounuku n OGBGKTBI
BO3JIEHCTBUS yrpo3 Oe3omacHocTH nHpopmarmn. Kputepun kinaccupukanuu yrpo3. MeTo sl OIICHKU
OIMacHOCTH yrpo3. baHk gaHHBIX yrpo3 6e3onacHocTH HHGOPMAITUU




cucremax [onsarue ys3BuMocTu yrpo3sl. Kiaccudukanms ysi3BuMocTeil.
IIpakTnyeckue 3aHATHS 18
KareropupoBanue nHpOpMaIMOHHBIX PECYpPCOB
Amnanu3 yrpo3 6e3omacHocTy nHpopmanuu
[TocTpoenue Moznenu yrpos
AHanu3 6aHKa JaHHBIX YIpo3 0€30MacHOCTH HH(pOpMaLUK
Tema 1.4. OcHOBHBIE Conepxanue 4
MEpBI 3aLIUThHI
HEBOPMAIIHE B Opranu3zallnoHHbIE, IPABOBBIE, IPOrPaMMHO-aINIapATHbIE, KPUIITOTpaPUUECKHE, TEXHUYECKUE MEPHI 3alllUThI
nH(pOpMallMK B aBTOMaTU3UPOBAHHBIX CHCTEMAX.
aBTOMATHU3UPOBAHHBIX
cucTemMax HopmatuBHo-1ipaBoBasi 6a3a 1Jis OlpeesieHusl Mep 3alUThl MHQOpMAIMKM B aBTOMAaTH3UPOBAHHBIX
MHGOPMALMOHHBIX CHCTeMaX U TpeOOBaHUN K HUM
IIpakTnyeckue 3anaTHA. V3yueHrne HOPMATUBHO-IIPABOBOM 0a3bl JIJIs ONIPENEICHUS MEP 3aIUThI
nH(pOpMallvy B aBTOMATU3UPOBAHHBIX MHPOPMAIIMOHHBIX CUCTEMAaX U TPEOOBaHUMN K HUM 10
Amnanus xxypnana ayauta OC Ha pabouem Mecte
Tema 1.5. Cogepxxanue | Conepskanue 18

Y TIOPSIJIOK
skcmuryatanuu AC B
3aIUIIEHHOM
WCTIOTHCHUH

WNnentudukanus u ayTeHTUPHUKALUSA CYyOBEKTOB TOCTyNa U 00bEKTOB JOCTYTIA.

VYnpaBieHue 10CTynoM CyObeKTOB JOCTyIa K 00bEKTaM JI0CTyIA.

OrpaHndeHne NporpaMMHOM CPEJIbl.

3amuTa MalllMHHBIX HOCUTENEH nH(pOpMaLun

Perucrpanus coObITHII 6€30MTaCHOCTH

AnTHBHpYCcHas 3amuTa. OOHapyKeHHe MPU3HAKOB HAJTUYHS BPEAOHOCHOIO IPOrPaMMHOT0 00eCeueHHsL.
Peanuzanus antuBupycHO# 3amuThl. OOHOBIEHHE 06a3 JaHHBIX MPU3HAKOB BPEAOHOCHBIX KOMIIBIOTEPHBIX
IIPOrPaMM.




OO6Hapy:xeHue (IpeaoTBpaIleHIe) BTOPKEHHUH

KonTtposnp (aHanu3) 3amuieHHOCTH HHHOpMAITIH
Obecneuenue 1EIOCTHOCTH HHPOPMALIMOHHOM CUCTEMBI U MH(POPMALIUU

Obecnieuenne JOCTYITHOCTH HH(DOpMAIIH

TexHonoruu BUPTYyaJIUu3aluu. ]_[eJ'IB CO31aHu. 3&)18.‘-11/1, APXUTCKTYpa U OCHOBHBLIC (1)YHKI_II/II/I HpeI/IMYIHCCTBa
OT BHCAPCHHA.

3am1/1Ta TCXHUYCCKUX CPCACTB.

3aH_[I/ITa PIH(i)OpM&I.[PIOHHOfI CUCTEMBI, €€ CPCACTB, CUCTEM CBA3H U IICPCAAYU TaAHHBIX

Pe3epBHOE KOMMMPOBAHUE U BOCCTAHOBJIEHUE JTAHHBIX.

ConpoBoK/ICHUE aBTOMATU3UPOBAHHBIX CUCTEM. YIIPaBJICHHE PUCKAMHU M UHIIUJCHTAMH yIIPABICHUS
0€30I1aCHOCTBIO.

IIpakTHYecKHe 3aHATHA.

OO6Hapy’KeHre MPU3HAKOB HATMYUS BPEIOHOCHOTO MPOTPAMMHOT0 00CCTICUCHHS.
Peanu3arust aHTUBUPYCHOMW 3aIIUTHI.

OOHoBneHne 6a3 NaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX IPOTPAMM.
O6nHapy>xeHue (TIpeaoTBpaIeHue) BTOPKEHUN

3amuTa TeXHUYECKHX CPECTB.

3amuTa HHPOPMAIIMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U TIepeadn JaHHBIX

20

Tema 1.6. 3amura
uHpopManuu B
pacrpeeneHHbIX
aBTOMAaTH3UPOBAHHBIX
cucremMax

Conepxanue

MexaHU3MBbl ¥ METOJIbI 3aIIUTHI MH(POPMAIIMK B PACTIPEICICHHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX.
ApXHUTEKTypa MEXaHU3MOB 3allUThl PACIPEACICHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM. AHAJIN3 U CUHTE3
CTPYKTYPHBIX U (YHKIIMOHAIBHBIX CXEM 3aIIMILIEHHBIX aBTOMAaTU3UPOBAHHBIX HH()OPMALIMOHHBIX CUCTEM.




IIpakTHYecKkHe 3aHATHA.

[TocTpoenue cBOAHON MaTPHUIIbl YTPO3 aBTOMAaTU3UPOBAHHON (MH(MOPMAIIMOHHOM) CUCTEMBI

Tema 1.7. OcobenHoctn
pa3paboTKu
MH(pOpPMAITMOHHBIX
CUCTEM IEePCOHATBHBIX
JTAHHBIX

Conepxanue

O6I_HI/Ie TpeGOBaHI/IH I10 3a1IUTEC IICPCOHAJIbHBIX TaHHBIX. CocraB n COACPIKAHUC OPraHU3allMOHHBIX U
TCXHUYCCKUX MCP I10 3alIUTC PIH(i)OpMaI_[I/IOHHHX CUCTCM IICPCOHAJIbHBIX TAHHBIX. HOpHI[OK BBI60pa MCp 110
obOecreueHHI0 OE30IMacCHOCTH NEPCOHAJIbHBIX JAHHBIX. Tpe60BaHI/I$[ 110 3alIUTC NNEPCOHAJIBHBIX JAHHBIX, B
COOTBCTCTBUH C YPOBHECM 3alUIIICHHOCTH.

IIpakTHYecKHue 3aHATHS

Onpenenenus yposHs 3anmuiieHHocta UCIT/IH 1 BeIOOp Mep 1o obecnieuenuto 6e3omacuocTu [1/]H.

Pazgen 2.Okcmyatanus 3

ANUINCHHBIX aBTOMATU3UPOBAHHBIX CUCTCM.

Tema 2.1. Ocobennoctu | Coneprxanue
IKCILTyaTalUH ” =
Ananu3 nHPOPMaMOHHON HH(PPACTPYKTYPbl aBTOMATU3UPOBAHHON CUCTEMBI U €€ 0€30M1aCHOCTH.
aBTOMATU3UPOBAHHBIX
CHCTEM B 3aIUIICHHOM | MeTOobl MOHUTOPUHIA U AyAUTA, BBISBIEHUS YIpo3 HH(YOPMAIIMOHHON 0€30I1aCHOCTH aBTOMAaTU3UPOBAHHBIX
HCTIOJTHEHUH. CHCTEM.
Copnep:xaHue U MOPSI0K BBIIOJIHEHUS paboT MO 3aIuTe HH(YOpMALUU IPU MOAEPHU3ALMU
aBTOMATU3UPOBAHHON CUCTEMBI B 3aLUIIIEHHOM HCIIOIHEHUH
IIpakTHueckue 3ausiTHsA. OCOOEHHOCTH 3KCIUTyaTallMy aBTOMAaTH3MPOBAHHBIX CHCTEM B 3aI[HIIICHHOM
UCIIOJIHEHUHU.
Tema 2.2. Copnepxanue
AJIMUHUCTPUPOBAHUE
ABTOMATH3HPOBAHHbIX 3amgaun 1 pyHKINN aJMUHUCTPUPOBAHHS aBTOMATU3MPOBAHHBIX CHCTEM. ABTOMATH3ALUs YIIPABICHHS CETHIO.
cHCTeM Opranuszanys aIMHHUCTPUPOBAHHS aBTOMATU3UPOBAHHBIX CHCTEM. AIMHHUCTPATUBHBII ITEPCOHAN U paboTa ¢

0JIb30BATESIMU. YIIpaBJIeHUEe, TECTUPOBAHUE U HKCIUTyaTalllsl aBTOMAaTU3UPOBAHHBIX CUCTEM. MeTo1bl,
CIocoObI M cpeAicTBa 00ecTIeYeH s OTKa30yCTOMYMBOCTH aBTOMATU3HPOBAHHBIX CHCTEM.




IIpakTHYecKkHe 3aHATHA.
YHpaBHeHI/Ie, TECTUPOBAHUEC U SKCILTyaTallusl aBTOMAaTU3HPOBAHHBIX CUCTEM.

OO0ecneueHue OTK330yCTOﬁqHBOCTH ABTOMATHU3UPOBAHHBIX CUCTCM

Tema 2.3. JlestenbHocts | Comeprikanue 4
IIepCOHAJIA 110
SKCILTYaTAIIHH ConaeprxaHue U MOPSAOK IEATEIbHOCTH IEPCOHAJIA MO 3KCIUTYaTallly 3allMIIEHHBIX AaBTOMATU3UPOBAHHBIX
CHCTEM M MOJICUCTEM 0€30I1aCHOCTH aBTOMATH3UPOBAHHBIX cucTeM. O01ue 00s13aHHOCTH aIMUHUCTpATOpa
aBTOMATHU3HPOBAHHBIX .
MH(POPMALMOHHOM 6€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.
(nHOPMAITMOHHBIX )
CUCTCM B 3AIIMIICHHOM | [IpakTH4YecKHe 3aHATHA. [[eATeIbHOCTh IIEPCOHAA 110 IKCILUTyaTallui aBTOMaTU3UPOBAHHbIX
HUCIIOJIHCHUHA (uH(OPMAITMOHHBIX) CUCTEM B 3aIUIIEHHOM UCIIOJIHEHUH 4
Tewma 2.4. 3amura oT Conepxanue 8
HECaHKIMOHUPOBAHHOIO
TOCTYIIA K HEGOPMAITHH Ocnosublie npuHIUIb! 3amuThl oT HCI. OcHoBHBIE criocoObr HCJI. OcHOBHBIE HampaBiieHHs 00eCTIeYeHUs
3ammThl oT HCJl. OCHOBHBIC XapaKTEPUCTUKN TeXHUUYECKUX cpeacTB 3amuThl oT HCJl. Opranuzamnms paboT mo
zamurte oT HC/I.
Knaccudukanus aBromatu3upoBanHbix cucteM. TpeboBanus mo 3ammre uHpopmanuu ot HCJI nns AC
Tpebosanus 3amumenHoctd CBT or HCJI x nndopmaruun
TpeboBaHus K cpelICTBaM 3alUThI, 0OecrieunBarouM O6e3onacHoe B3anumoaencTeue cereit 9BM, AC
MOCPEICTBOM YTIPABJICHUS] MEKCETEBBIMU TOTOKaMH MH(POPMALIMH, U PeaTH30BaHHBIX B BUje MO
IIpakTHYeckHe 3aHATHA.
Opranuzanus padort no 3amute oT HC/I. 12

3ammTa OT HECAaHKIIMOHMPOBAHHOTO JIOCTyTa K HH(pOpMAIUn
N3yueHnne aHaTUTHYECKUX 0030pOB B 00JIACTH TTOCTPOCHUS CUCTEM OE30MTaCHOCTH

AHanu3 NoJauTHUK 6e30MacHOCTH HH(POPMAIIMOHHOTO 00BEKTa




Tema 2.5. C3U ot HC]]

Conepxanue

14

Hasnauenue 1 0OCHOBHbBIE BO3MOYKHOCTH CUCTEMBI 3alUTH OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa. APXUTEKTypa
U cpeqcTBa yrpasieHusa. O0uue npuHIuIbl yiupasieHusi. OCHOBHbIE MEXaHU3MBbI 3aIIUThL. Y IpaBlIeHUE
yctpoiictBamu. KoHTposb anmnapatHoi KoHQUrypauuu komnbiotepa. M30uparenbHoe pasrpaHUdeHUE JOCTYTa
K YCTPOUCTBAM.

VYnpasieHue 10CTynOM B KOHTPOJIb eYaT KOHpuIeHIMaIpHoi nHpopMmanmu. [IpaBuna paboTsl ¢
KOH(HUIESHIINATBLHBIMU pecypcaMu. HacTpoiika MexaHn3Ma MOJTHOMOYHOTO yIpaBieHus AocTynoM. Hacrpoiika
perucTpanyu coObITHi. YTpaBiIeHnEe peKUMOM ITOTOKOB. YTIPaBJICHNUE PEKUMOM KOHTPOJIS TICUaTH
KOH(HUIESHIINATBHBIX JJOKYMEHTOB. Y TIpaBJeHHe Tpru(aMu KOHPHICHIIMATHHOCTH.

Obecnieuenue eT0CTHOCTH UH(DOPMALIMOHHOW CUCTEMBI U HHPOPMAITTT

LenTpanu3zoBaHHOE yIpaBIE€HUE CUCTEMOM 3alllUThl, ONIEPATUBHBI MOHUTOPHUHT U ayAUT O€30IaCHOCTH

I[IpakTnyeckue 3aHATHS

24

VYcranoska u Hactpoiika C3U or HC/J

3amuTa BXo/a B cucteMy (MaeHTU(DUKAIMS U ayTeHTU(UKALIHS TT0JIb30BaTeNeH )

Pasrpanuuenue nocrymna K ycTpoucrsam

VYnpasieHue 10CTynom

Hcnonp3oBaHue NPUHTEPOB IS MeYaTH KOHPHUICHIMAIBHBIX JOKyMeHTOB. KOHTpob neyatu

Hactpoiika cuctemsl 11 3a7a4 ayiura

HaCTPOﬁKa KOHTPOJIA ICJIIOCTHOCTH U 3aMKHy'TOI7I HpOFpaMMHOﬁ Cpcabl

LenTpanu3zoBaHHOE yHpaBIeHUE CUCTEMOM 3alllUThI, ONIEPATUBHBI MOHUTOPHUHT U ayAUT O€30MaCHOCTH

Tema 2.6.
DKcITyaTanus CpeicTB
3amuUThl HH(OPMAIIUY B
KOMITBIOTEPHBIX CETSAX

Conepxanue

HOpHI{OK YCTAaHOBKH M BBOJA B OKCILTyaTalluIO CPEACTB 3alllUThI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX.

HpI/IHI_II/IHLI OCHOBHBIX METOJOB OpraHu3anuu U MpoBCACHUA TEXHUYCCKOI'O 06CJ'Iy>I(I/IBaHI/I$I BBIYHCITUTEIILHOM




TCXHUKHU U JPYTUX TCXHUYICCKUX CPCACTB PIH(l)OpMaTI/BaLII/II/I

JlmarHocTrKa KOMIOHEHTOB CHUCTEM 3aIUTHl MHPOPMAIIUU aBTOMATU3HPOBAHHBIX CUCTEM, YCTPAHEHHE
OTKa30B M BOCCTAHOBJIEHHE PAOOTOCTIOCOOHOCTH aBTOMATH3WPOBAaHHBIX (MH(OPMAITMOHHBIX) CHCTEM B
3alUIIEHHOM HCITOTHEHUN

Hactpoiika u ycTpaneHre HeHMCIIPaBHOCTH PO PAMMHO-aIIapaTHBIX CPECTB 3aLIUTHI HH(OPMAIINH B
KOMITBIOTEPHBIX CETAX 10 3a/IaHHBIM IIpaBUjIaM

I[IpakTn4yeckue 3aHATHS 8
YcTpaHeHre 0TKa30B M BOCCTaHOBIICHHE PAa00TOCTIOCOOHOCTH KOMIIOHEHTOB CHCTEM 3alllUThl HH()OpMAIHH
aBTOMATH3UPOBAHHBIX CHCTEM
AHanmm3 mporpaMMHOT0 0OecriedeHHs B 00JIaCTH OmpeIeeHUsI PUCKOB HH(DOPMAITMOHHOM 0€301MacHOCTH 1
MMPOCKTUPOBAHUS O€30MaCHOCTH HH(POPMAIIHH
Tewma 2.7. Conepxanue 4
JloxymeHnTanus Ha
SAIAITACMYIO OcHOBHBbIE PKCIUTyaTallMOHHBIE JOKYMEHTHI 3alllMIIEHHBIX aBTOMaTHU3UPOBAaHHbIX cucTeM. Pa3paboTka u
BEJICHUE SKCIUTyaTallUOHHOW JOKYMEHTAIMH 3allUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AKT BBOJIA B
aBTOMATH3UPOBAHHYIO .
crcTemy JKCIUTyaTalyIo Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY. TeXHUYecKuil macnopT Ha 3alUIAeMY0
ABTOMATHU3HPOBAHHYIO CUCTEMY.
IIpakTHYecKue 3aHATHS 4
OdopmieHre OCHOBHBIX SKCILTYyaTallHOHHBIX TOKYMEHTOB Ha aBTOMaTU3UPOBAHHYIO CUCTEMY.
[TpumepHas TeMaTuKa cCaMOCTOSATENbHON paboTh! ipu u3yyennu MJIK.01.04
4
MOJIUTHKA O€30MaCHOCTH HH(POPMAIIMOHHOTO 00BEKTa
MJIK.01.05. DxcniryaTanusi KOMIBIOTEPHBIX ceTeil 122
Pa3znen 1. OcHOBBI epeauul TaHHBIX B KOMIIBIOTEPHBIX CETAX
Tema 1.1. Conepxanue 4

Mopenu ceTeBoro

Monens OSI. YpoBuu monenu OSI. B3aumogeiicTBue Mexay ypoBHsAMU. MHKancymsaius nanHbeix. Onucanue




B3aUMO/CICTBUSA ypoBHeit moaenu OSI.
Mogenb u crek npotokosioB TCP/IP. Onucanue yposueit moaenu TCP/IP.
IIpakTHYecKkHe 3aHATHA
N3yuenue 31eMeHTOB KaOeIbHOM CUCTEMBI.

Tema 1.2. Conepxanue

DuU3n4YECKUil ypOBEHb
mozenu OSI

IlonsTre nuHUK U KaHana cBg3u. CurHanabl. OCHOBHBIE XapaKTCPUCTHUKU KaHaJIa CBA3U.

MeTOZII)I COBMCCTHOI'O UCITIOJIB30BaHUA CPEABI IEPEAaYN KaHala CBs3H. My.TII)TI/Il'IJ'IeKCI/IpOBaHI/Ie 1 METOJBI
MHOX>XCCTBCHHOT'O JOCTYIIA.

OnToBOJIOKOHHEBIC IMHUN CBI3U

CrannmapTsl kabeneid. DieKTpuieckas IpOBOIKA.

BGCHpOBOIIHaH cpcaa rnepeaadu.

HpaKTuqecmle 3aHATHUSA

Co3nanue cereBoro kabesns Ha OCHOBE HeIKpaHUpoBaHHON BUTOH mapsl (UTP)

CBapka OnTHYECKOTO BOJIOKHA

Tema 1.3.

Tononorus
KOMITBIOTEPHBIX CeTeH

Coneprxanue

[onsarue Tononoruu cetu. CereBoe 060opynoBaHue B TONOJOrHH. O030p CETEBBIX TOMOIOTHIA.

I[IpakTnyeckue 3aHATHS

PazpaboTka Tomonoru cetu HeOOIBbIIOTO MPEPUATHS

[TocTpoeHre 0JHOPaHTOBOM CETH

Tema 1.4.

Texnomnoruum Ethernet

Conepxanue

0O0630p TEXHOJIOTHI TTOCTPOCHUS JIOKAITBHBIX CETEH.



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
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http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
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http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
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Texnonorus Ethernet. ®uzndeckuii ypoBeHb.

Texnonorus Ethernet. KananbHb1il ypoBeHB

IIpakTHYecKkHe 3aHATHA

N3ydenue agpecannu kananbHOTO ypoBHsA. MAC-anpeca.

Tema 1.5. Texaomoruu
KOMMYTallUu

Conepxanue

Anroput™m mpo3padqHoro Mmocta. Merozsl kommyTtanuu. TexHomoruun kommyTtanuu 1 mozens OSI.

KoHcTpyKTHBHOE HCIIOTHEHHE KOMMYTAaTOpOB. PH3nyeckoe CTEKMPOBaHHE KOMMYTaTopoB. [Iporpammuoe
o0ecrieyeHre KOMMYTaTOpPOB.

OO01re NpUHLKIIBI CeTEBOT0 Au3aiiHa. TpexypoBHeBas uepapxudeckas MOJENb CETU

Texuonorus PoweroverEthernet

HpaKTuqecmle 3aHATHUSA

Coznanne KOMMYTUPYEMOU CEeTH

Tema 1.6. CeteBoit
nporokoi [Pv4

Conepxanue

CereBoii yposenb. [Ipotokon IP Bepcuu 4. O6mune GyHKIIUN KI1acCOBOM U OeCKIaccoBOil aipecalnu.
Brigenenue anpecos.

Mapuipytuzanus nakeros [Pv4

[IpoToKoIbl TMHAMUYECKOW MapIIPyTU3ALIUN

HpaKTl/I'leCKI/Ie 3aHATHSA

Nzyuenue [P-anpecanum.

Tema 1.7. CkopocTHbIE
1 6eCTIpOBOTHBIC CETH

Conepxanue

Cets FDDI. Cets 100VG-AnyLAN



http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054

CBerBBICOKOCKOpOCTHBIe CECTH

becnipoBoaHbie ceTn

IIpakTHYecKue 3aHATHS

Hactpoiika 6ecipoBoIHOTO ceTeBOro 00opyn0BaHuUs

Paznen 2. TexHoIIOrMU KOMMYTAIlUM U MapLIpyTU3aluu coBpeMeHHbIX ceTel Ethernet

Tema 2.1.

OCHOBEI KOMMYTallu"u

Conepxanue

@OyHKIMOHUPOBAHHE KOMMYTATOPOB JIOKAJIILHOW CETH. APXUTEKTypa KOMMYTaTopoB. Tumsl uHTEpdeiicoB
KOMMYTAaTOPOB.

VYrpaBineHue NOTOKOM B MOJTYAYIJIEKCHOM U AYIIJIEKCHOM PEXUMaX.

XapakTepUCTUKHU, BIUSIONINE Ha TPOU3BOJUTENILHOCTh KOMMYTaTOpoB. O030p (HyHKIIMOHATBHBIX
BO3MOXKHOCTEH KOMMYTaTOpOB

HpaRanecKHe 3aHATHUSA

PaboTa ¢ OCHOBHBIMU KOMaHIaMH KOMMYTAaTopa.

Tema 2.2.

Hauanbnas Hactpoiika
KOMMYyTaTopa

Conepxanue

Cpenctsa ynpapieHus KommyTaTopamu. [loaknroueHue Kk KOHCOMM HHTepdeiica KoMaHIHOW CTPOKH
koMmMmyTaropa. [lonkmouenue k Web-unrepdeiicy ynpapieHus KOMMyTaTopa.

HauanbHas koHQUrypanus KoMMyTaTopa. 3arpy3Ka HOBOTO MPOrpaMMHOTO 00ecrieueHus] Ha KOMMYTATop.
3arpy3ka 1 pe3epBHOE KOMUPOBaHUE KOH(PUTYpaIlud KOMMYTaTopa.

I[IpakTnyeckue 3aHATHS

Komanip1 00HOBIIEHHS TPOTPAMMHOT0 00ecreueH!s] KOMMYTaTopa 1

COXPAaHEHHUS/BOCCTAHOBIIEHUSI KOH(QUTYPAIIMOHHBIX (ailioB

Komanne! ynpasnenus tabnunamu kommyrtaruu MAC- u [P-



http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
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http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049

aapecoB, ARP-taGnuiibr

Tema 2.3.

BupryanbHeie
JIOKAJIbHBIE CETH

(VLAN)

Conepxanue

Tunst VLAN. VLAN na ocHoBe noptoB. VLAN Ha ocHoBe crangapra IEEE 802.1Q. Cratuueckue u
nunamuueckre VLAN. IIporokon GVRP.

Q-in-Q VLAN. VLAN nHa ocHoBe mopToB u npoTokoioB — cranaapT IEEE 802.1v. ®ynkius
TrafficSegmentation

IIpakTHYecKkHe 3aHATHA

Hactpoiika VLAN Ha ocHoBe crangapta IEEE 802.1Q

Hactpoiika nporokona GVRP.

Hacrpoiika cermenTainuu tpaduka 6e3 ucnonp3oBanuss VLAN

Hactpoiika ¢pyakimuu Q-in-Q (Double VLAN).

CamocrositensHas pabora o cozmannio JIBC na ocnose crangapra IEEE 802.1Q.

Tema 2.4.

qDYHKIII/II/I IIOBBIIIICHUA
HaACKHOCTHU U
MMPOU3BOAUTCIIBHOCTU

Conepxanue

[IpoTtokon Spanning Tree Protocol (STP). Vs3sumoctu nporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JloriotHUTETbHBIC (YHKITUH 3aIIUTHI OT METeh. ATPETHPOBAHNE KaHATIOB CBSI3H.

I[IpakTnyeckue 3aHATHS

Hacrpoiika nmporokomnos cBszyromiero aepesa STP, RSTP, MSTP.

Hacrpoiika ¢pyHkium 3anmuThl 0T oOpa3zoBanus nereib LoopBackDetection

ArperupoBaHue KaHaJOB.

Tema 2.5.

Anipecanus ceTeBoro

Conepxanue

00630p aapecaruu cereBoro yposss. @opmupoBanue nojcereil. beckmaccoas aapecanus [Pv4. CiocoObt



http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
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http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109

YPOBHS U
MapuIpyTU3aLus

koHurypamuu [Pv4-agpeca.

[Tpotokon [Pv6. dopmupoBanue naeHTuUKaTOpa nHTEpdEiica.

Crioco6s1 koHuryparun [IPv6-anpeca.

[InanupoBanue noxcerent [Pv6. IIporokon NDP.

[TonsaTre MapupyTu3auuu. JJucTaHIMOHHO-BEKTOPHBIE IPOTOKOJIBI MapupyTusanuu. IIporokon RIP.

HpaKTuqecmle 3aHATHUSA

OcHOBHbBIE KOH(UTYpaluy MapIIpyTU3aTOpa.

Pacmmpennsie KOHQUTYpauyu MapIpyTU3aTopa.

Pa6ota ¢ nmporokonom CDP.

Pa6ora ¢ nporokoiom TELNET. Pa6ota ¢ mporokonom TFTP.

Pabota ¢ nporokonom RIP.

Pa6ora ¢ nmpotokonaom OSPF.

Kondurypuposanue ¢pynkiuu mapmpytuzaropa NAT/PAT.

Kondurypuposanue PPP u CHAP.

Tema 2.6.

KauectBo
obciyxuBanus (QoS)

Conepxanue

Mognenu QoS. IIpuopuresarus nakeroB. Knaccudukanus nakeroB. MapkupoBKa IMaKeTOB.

VYnpasiienue neperpy3kamMu U MEXaHu3Mbl 00CTyKUBaHUS ouepeeil. MexaHu3M NnpeJoTBpaIleHUs
neperpy3ok. KoHtpous nonocel nponyckanus. IIpumep Hactporiku QoS.

IIpakTHYecKue 3aHATHS

Hactpoiika QoS. [lpuopurtuzamnus tpaduka. YpapiaeHue M0JIOCON MPOMyCKaHUS

Tema 2.7.

Conepxanue



http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

OyHKIHH 00ecTIeYeHUs
0€30MMacHOCTH U
OTpaHUYEHUS JIOCTYTIA K
ceTH

Crnucku ynpasnenus goctynom (ACL). dyHKUMN KOHTPOJIA HaJ MOAKIIOYEHUEM Y3JI0B K [TOpTaM
KOMMYyTaropa.

Aytentudukanus nonp3zoBareneit 802.1x. 802.1x Guest VLAN. ®ynkiuu 3amutsl LITY xommyTaTopa.

IIpakTHYecKkue 3aHATHS

Cnucku ynpasienus noctyrnom (AccessControlList)

KonTponb Haj MoAKIIOYeHHEM Y3JI0B K mopTam kommyTtaTtopa. Oynkius PortSecurity.

KoHnTponb Hajg noakimtodeHreM y3ia0B K nopram kommytaropa. @yukuust [IP-MAC-Port Binding

Tema 2.8. Conepxanue
MHoroaapecHas Anpecauus MHOroasnpecHoi IP-pacceiiku. MAC-anpeca rpynnoBoil pacChUIKH.
pacchuika = =
[Monmucka u o0ciy>)kxMBaHUE rPyNIl. YIpaBlieHHEe MHOT0AJPECHOM pacchUIKoi Ha 2-M ypoBHe Mozenu OSI
(IGMP Snooping).®ynxkius IGMP FastLeave.
IIpakTnyeckue 3aHATHSA
OtcnexnBanue Tpaduka MHOTOAPECHON PACCHUIKH.
OtcnexuBanue Tpaduka Multicast
Tema 2.9. Coneprxanue

QyHKINU yIPABICHUS
KOMMYTaTOpamu

VYrpaBineHue MHOXECTBOM KOMMyTaTopoB. [Iporokon SNMP.

RMON (Remote Monitoring). ®ynkius Port Mirroring.

HpaKTl/I'leCKI/Ie 3aHATHSA

OyHKIMM aHaIH3a CETEBOro Tpaduka.

Hactpoiika nporokona ynpasieHus Tonojoruei cetu LLDP.

Paznen 3. MexceTeBbie 3KpaHbl




Tema 3.1.

OCHOBHBIE IPUHIIUIIBI
CO3JaHUs HAIE)KHOU U
oes3omacuoiit UT-

HH(PpACTPYKTYpPHI

Conepxxanue

Knaccudukanus cereBrix atak. Tpuama 6e3onacHoit UT-uHGpacTpyKTyphI.

VYnpasienue KoHpuUrypauusmu. YnpasieHue HHIUACHTaMu. VICroabp30BaHne TpeThel JOBEPEHHON CTOPOHBI.
Kpunrorpaduueckue MexaHu3Mbl 6€30MaCHOCTH.

Tema 3.2.

MexceTreBble SKpaHbl

Conepxxanue

TexHoNOrNK MexkCEeTEBBIX dKpaHOB. [lonuTHKa MexkceTeBOro s3kpaHa. MexceTeBble SKPaHbl C BO3MOXHOCTSIMHA
NAT.

Tomnomorus cetu IIpU UCIIOJIb30BAHUU MCKCETCBBIX SKPAHOB. HJIaHI/IpOBaHI/Ie 1 BHCAPCHUC MCIKCETCBOT'O
JKpaHa.

IpakTHyeckune 3aHATUA

OcCHOBBI aAMMHUCTPUPOBAHUS MEKCETEBOT0 3KpaHa

COGILI/IHGHI/IC JABYX JIOKAJIbHBIX ceTeH MEXKCETEBBIMH OKpaHaMHu

CO3I[aHI/IC MOJUTHUKHU 0€3 IMPOBECPKU COCTOAHUA.

Co3manne MOTUTHK TSl TpaauiinoHHOTo (1in ucxosmero) NAT.

Co3nanue nonutuk A aByHanpasieHHoro (Two-Way) NAT, ucnons3ys meron pinholing

Tema 3.3.

Cucrembl 0OHApYKEHUS
Y NIpEeI0TBpALCHUS
MIPOHUKHOBEHU I

Conepxanne

OcnoBHoe HazHaueHue IDPS. Cnioco6s! knaccudukanuu IDPS. Bei6op IDPS. JlononHurenbHble
MHCTPYMEHTAJIbHBIE CPENICTBA.

TpeboBanwust opranuzanuu kK pyaknuorupoannio IDPS. Bo3smoxunoctu IDPS. Pa3septriBanue IDPS.
CunpHble CTOPOHBI M OrpaHudeHHOCTh IDPS.

IIpakTHyeckne 3aHATHA

OOGHapy>KeHUe U MPEA0TBPAIIEHUE BTOPKEHHIA.




Tema 3.4. Conepxxanue

[Ipuopuruzanus Coznanue anbTepHATUBHBIX MapIIPYTOB J0CTyIa B MHTepHET. [Ipnoputuzanus tpaduka.

TpaduKa 1 CO3/TaHHE

IIpakTnyeckue 3aHATHA
aJIbTEPHATUBHBIX p

MapmpyToB Co3aHue albTepHATUBHBIX MAPLIPYTOB C UCIIOJIB30BAHUEM CTAaTUYECKOM MaplIpyTHU3aluN

TEMaTHUKa CaMOCTOATENbHON padoThl npu uzydenuu MJIK.01.05
duznyeckoe KOAUPOBAHUE C UCIOIB30BAaHUEM MaHUYECTEPCKOTO KOJa
Jlornueckoe KOAUPOBAHHUE C MCIIOJIb30BAHMUEM CKPEMOIMPOBAHUS
ObecneyeHne 0TKa30yCTOMYUBOCTH B OECITPOBOIHBIX CETAX

Pexxumebl pa60TBI " OpraHu3anusa NUTaHus TOYCK OJOCTYIIa

VYyeOHas mpakTUKa pasnaena 2 MOIyJis

Buapl pabot

[IpoBenenue ayauTa 3alUIIEHHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI.

YcTraHOBKa, HACTPOWKA M IKCILTyaTaIHsI CETEBBIX OIEPAIIMOHHBIX CHCTEM.

JlnarHocTuka COCTOSIHUSA MOJICUCTEM 0€30MacCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB pabOThI CETEBOI OMEPAIIMOHHON CUCTEMBI.
Opranu3zanus padoT ¢ y1aJeHHBIMU XPaHWIAIIAME JTAHHBIX ¥ 0a3aMU JaHHBIX.

Opranu3anus 3alUIICHHON NIepeadu TaHHBIX B KOMITBFOTEPHBIX CETSIX.

BrinonHenue MOHTaxa KOMIBIOTEPHBIX CETEeH, OpraHu3aiys 1 KOHPUTryprUpOBaHUE KOMITBIOTEPHBIX CETEH, YyCTaHOBIIEHHE U HACTPOIMKa
[1apaMeTPOB COBPEMEHHBIX CETEBBIX ITPOTOKOJIOB.

Ocy1iecTBiIeHHE TUarHOCTUKNA KOMITBIOTEPHBIX CETEH, ONPECICHIE HEUCTIPABHOCTEH U COOEB TOICUCTEMBI O€30TTaCHOCTH U YCTPAaHEHUE
HEHCIIPaBHOCTEH.

3anoJIHCHUE OTYCTHOM AOKYMCHTAIUHU 110 TCXHUYCCKOMY O6CJ'Iy>KI/IBaHI/IIO U PEMOHTY KOMIIBIOTCPHBIX CETeH.

108

HpOI/ISBOI[CTBeHHaSI IMPpaKTHUKa

144




Bunsl pabot:

Vyactue B YCTAaHOBKE U HﬂCTpOﬁKG KOMITOHCHTOB aBTOMATHU3UPOBAHHBIX (I/IH(i)OpMaHI/IOHHBIX) CHCTEM B 3allIlMIIICHHOM HCIIOJTHEHUU B

COOTBETCTBUH C TPEOOBAHUSIMH IKCILUTYaTallMOHHOW JOKYMECHTAIUH

OO6cmyxrUBaHUE CPEJICTB 3alIUTHl HHPOPMAIUHU MPUKIATHOTO U CHCTEMHOTO MPOTPAMMHOT0 00eCTIeYeHHUS

Hactpoiika mporpaMMHOTO 0OecTieueHus C COOII0ICHUEM TPEOOBAHUH 110 3aIIUTe HHPOPMAITHH

Hactpoiika cpecTB aHTHBHPYCHOM 3alIUTHI IS KOPPEKTHON pabOThI MPOTrPaMMHOT0 00ECTICYCHHS 10 33JJaHHBIM [1a0I0HaM
NucTpykTax monp3oBaTeneil o cobmoaeHnn TpeboBaHuil o 3ammTe nHGOpMauy mpu paboTe ¢ MPOrpaMMHBIM 00ecTIeueHUEM
Hactpolika BCTpOSHHBIX CPEJICTB 3alIUThl HHPOPMAITUH POTPAMMHOT0 00eCTICYCHHUS

[TpoBepka GyHKIIMOHUPOBAHHS BCTPOCHHBIX CPEICTB 3alIMThI HHPOPMAIIMU TIPOTPAMMHOTO 00ECTICUCHHSI

CBoeBpeMeHHOE OOHAPYKEHHE MPU3HAKOB HAIUYHUS BPEIOHOCHOTO IMPOTPAMMHOTO 00eCTICUeHHUS

OOcyxuBaHUE CPEJICTB 3aIIUTHI MHPOPMAIIUU B KOMITBIOTEPHBIX CHCTEMAX M CETIX

OO6cmyXkMBaHHUE CUCTEM 3aIIUTHI UH()OPMAIIUK B aBTOMATHU3UPOBAHHBIX CHCTEMAaX

Yyactre B IpOBEJICHUH PETIIAMEHTHBIX Pa0OT 10 IKCIUTyaTaI[ii CHCTEM 3alIUThl HHPOPMAITUH aBTOMATU3UPOBAHHBIX CUCTEM
[TpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3alIUTHI HH()OPMAIH aBTOMAaTH3UPOBAHHOMN CHCTEMBI

KoHTposb cOOTBETCTBHS KOH(PUTYpAIIHM CUCTEMBI 3aLIUThI HH(OPMAIIMA aBTOMAaTH3UPOBAHHOM CUCTEMBI €€ SKCILTyaTallHOHHON
JOKyMEHTaluN

KoHTpob cTaOMIBHOCTH XapaKTEPUCTUK CUCTEMBbI 3aIIMTHI HHPOPMAIIMH aBTOMAaTU3UPOBAHHOMN CHUCTEMBI

BeneHue TeXHUYECKOM AOKYMCHTAaIuu, CBSI3aHHOM C BKCHHyaTaHHCﬁ CHUCTEM 3alIHNThI I/IH(I)OpMaI_II/II/I ABTOMATHU3UPOBAHHBIX CUCTCM

VYdacTre B pabotax 1mo o0ecreueHHIo 3aiuThl HH)OPMAIMH MTPH BBIBOJE U3 HKCIUTyaTallil aBTOMAaTU3UPOBAHHBIX CUCTEM

KypcoBoe npoextupoBanue

Bcero

884




3. YCJIOBUA PEAJIM3ALINN [TPOT'PAMMBI [TPO®ECCHUOHAJIBHOI'O MOAYJIA

3.1. [Ins peanuzanuu nporpaMmbl NpopecCHOHATBLHOIO MOIYJISL JOJIKHBI OBITH MPEYyCMOTPEHBI
CIEyIOIINE CIEIUAIbHbBIC TOMEIICHHUS:

Peanuzanus mporpaMMel pearnoiaraeT HaIM4ue yueOHoro kabuHera, 1adbopaTopuii
UH(POPMALMOHHBIX TEXHOJIOTUH, MPOTPaMMHUPOBaHUs U 0a3 JaHHBIX, CETEH U CUCTEM Nepeaadn
UH(POPMALINH, TPOrPAMMHBIX U IIPOTPaMMHO-ANIAPATHRIX CPEICTB 3AIIUTHI HHPOPMALINH.

O6opynoBaHue yueOHOT0 KaOMHETa U pabovnX MECT KaOHWHeTa:
pabouee MecTo mpernoiaBaTes;

TI0CAI0YHBIC MECTa ISl O0YJarOIIUXCSI;

ayJIMOBU3YIIbHBIA KOMILJICKC;,

KOMILIEKT 00y4aromero Matepuaa (KOMIUIEKT IPe3eHTaIHN ).

O6opynoBaHue J1a0OpaTOPUH B pabodnX MECT JJabopaTopuu HHHOPMAITMOHHBIX TEXHOJIOTHH,
IpOTpaMMHUPOBaHUS U 0a3 TaHHBIX:

paboune Mecta Ha 6a3e BBIUMCIUTEIHOW TEXHUKH, MTOJIKIIOYEHHBIE K JIOKATbHOM
BBIYUCIUTENHHON CETU M HH(POPMAIIMOHHO-TEIEKOMMYHUKAMOHHON cetu IHTepHeT;

TUCTPUOYTUB YCTAaHABIMBAEMOU OTIEPAIIMIOHHON CUCTEMBI;

BUPTYyaJbHasi MaIlIMHA JIJIs1 pa0OThI C OTMIEPAIMOHHON CHCTEMOH (TUIepBU30D);
CVYB/;

CASE-cpenctBa 15t npoeKTUpOBaHMs 0a3bl TaHHBIX;

MHCTPYMEHTAJIbHAS Cpe/la MPOrpaMMUPOBAHUS;

MaKeT MPUKIAAHBIX ITPOrpaMMm.

O0opynoBaHue J1a0OpPaTOpUu U pabOYUX MECT JTA0OPATOPUU CETEH U CUCTEM TepeIadyn
uH(bOpMaIuu:

pabouure MecTa Ha 0a3e BHIYUCIUTEIILHON TEXHUKHU, TOJAKIIOYEHHBIE K JIOKAJIbHON
BBIYHCIIUTEIFHOW CeTH ¥ HH(POPMAIIMOHHO-TEIICKOMMYHUKAIMOHHOHN ceTn HTepHeT;

CTEH/Ibl ceTel Iepeaun JaHHbIX;

CTPYKTYypUpOBaHHas KaOelnbHAasl CUCTEMA;

SMYJISITOP (AMYJISTOPHI) AKTUBHOT'O CETEBOT'0 00OPYI0BAHMS;
nporpaMMHOe 0OecriedeHre CEeTeBOro 000py 10BaHUS.

Ob6opynoBanue 1abopaTopuu 1 pabouux MeCT Ja00opaTOpUn MPOTrPAMMHBIX U IPOTPAMMHO-
anrmapaTHbIX CPEICTB 3aIlUTHl HH(POPMAIIHU:

paboune MecTa Ha 6a3e BHIYUCIUTEIILHON TEXHUKHU, TTOAKITIOYECHHBIC K JIOKAIbHON
BBIUMCIUTENBHON CeTH U NUH(POPMALIMOHHO-TEIEKOMMYHHUKAIMOHHOM ceTu HTepHeT;

AQHTUBUPYCHBIN MPOTrPaMMHBIN KOMILIEKC;



IMporpaMMHO-aNIapaTHbIC CPpCACTBA 3alIUTLL I/IH(I)OpMaI_[I/II/I OT HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA,
6JIOKI/Ip0BKI/I AOCTYyIIa U HAPYUICHUA HCJIOCTHOCTH.

3.2. UudopmanronHoe obecriedyeHre 00yueHus

3.2.1. OcHOBHBIE IT€YaTHELIE UCTOUYHUKH

Knanos C.A., UsanoBa H.1O., Mansixuna B.I'. OnepaninoHHbIE CUCTEMBI, CETU U UHTEPHET-
TexHonoruu — M.: M3narensckuil neHTp «Akanemus», 2018.

Koctpos b. B. , Pyukun B. H. CeTtu u cuctems! nepenaun nadopmanuu — M.: MU3natenbckuit
HEeHTp «Akanemusi», 2019.

Kypuno A.IIL., Munocnasckas H.I'., CenaropoB M.1O., Toacroit A.l. YnpaBnenue puckamu
UH(POPMALIMOHHOM 6e30MacHOCTH.- 2-¢ u3l.- M.: ['opsuas nunus-Tenexom, 2018.

MenbsuukoB J{. UudopmaimonHas 6€30macHOCTh OTKPBITHIX cucteM.- M.: ®opywm, 2019.

Omudep B., Omudep H. Komnsrorepusie cetn. [IpuHIINTIBI, TEXHOIOTHH, IPOTOKOJIBI. Y YeOHUK,
5-e uznanue — [Mutep, 2019.

Cununpia C.B. , bataes A.B. , Hamorun H.1O. Onepaunonnsie cuctemsl — M.: U3narensckuit
HEeHTp «Akagemus», 2019.

Cxpunnauk /. A. Ob1ue BOIpochl TEXHUYECKOM 3aiuThl HHpopManuu: yaebHoe mocodue /
Ckpunnauk /. A. —M.: Uatepuet-YHauBepcutet Mudopmanmonnsix Texnonoruit (MHTYUT),
2019.

Tanenbaym 3., Yazeposn . Komnbrorepusie cetu. 5-¢ uza. — Iurep, 2019.

3.2.2. JlonoHUTEIbHBIC TTIeYaTHbIC HCTOYHUKH

Bbe3boroB A.A., fIxosnes A.B., MaprembsiHoB FO.®. be3omacHOCTh OnepanuoHHBIX CHCTEM. M.:
I'enmnoc APB, 2008.

BbopucoB M.A. OcobeHHOCTH 3aIUThl IEPCOHANBHBIX JAHHBIX B TPYJIOBBIX OTHOIIEHUSAX. M.:
JIubpokom, 2012. — 224 c.

Bpoiino B.JI. BeraucautensHbie CUCTEMBI, CETH U TEJIEKOMMYHHUKAIIUU: Y UeOHHK /ISl BYy30B. 2-€
u3zn. - CII6.: ITutep, 2006 - 703 c.

['y6enkoBA.A.MHdopmarrionHas 6€30MacHOCTh BHIYMCIUTENBHBIX ceTeil: yue0. mocodue / A. A.
I'y6enxkos. - Caparos: CI'TVY, 20009. - 88 c.

Heviten X. M., lewren I1. k., Yoduec . P. Onepanmonnsie cucteMbl. YacTh 1. OCHOBHI 1
npuHIunel — M.: bunom, 2011. — 1024 c.

Heitren X. M., [etiten I1. JIx., Yoduec 1. P. Onepanmonnsie cucteMbl. Yacth 2.
Pacnpenenennsie cucremsl, cetu, 6e3omacHocTh — M.: bunom, 2011. — 704 c.

NBanos B.U., 'opauenko B.H., [Toros I'.H. [{ludpoBbie 1 aHaoroBsie CHCTEMBI TIEpEIavuu:
Yuebnuk.-M.: I'opsuas muaus-Tenexkom., 2008


http://www.ozon.ru/brand/4006831/
http://irbis.sstu.ru/cgi-bin/irbis64r_72/cgiirbis_64.exe?Z21ID=&I21DBN=IZDUN&P21DBN=IZDUN&S21STN=1&S21REF=10&S21FMT=fullw&C21COM=S&S21CNR=20&S21P01=3&S21P02=0&S21P03=A=&S21COLORTERMS=0&S21STR=%D0%93%D1%83%D0%B1%D0%B5%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%90.%20%D0%90.

Kodnep M., Linux. ITonnoe pykoBoxcto — [Tutep, 2011. — 800 c.

Kynakos B.I'., I'arapun M.B., u np. Uadopmarmonnast 6€30macHOCTb TEIEKOMMYHUKAITHOHHBIX
cucreM. YueoHoe rmocooue.-M.: Paguno u cBs3n, 2008

Jlannonnna O.P. OcHOBBI ceTeBOl 0€30MacCHOCTU: KPUNITOrpauuecKre alrOPUTMBI U IIPOTOKOJIBI
B3anMoJieiicTBuA: YueOHoe nocobue.- 2-e u3f., ucnp.- M.: Untepuer-Yuusepcurer UT;
BMHOM. JlaGopatopus 3Hanwuii, 2007.- 531 c.

Mak-Knap C., Ckemopeit Ix., Kyptu [. Cexpetsl xakepoB. bezonacHOCTh ceTeil — roToBble
pemenusi, 4-e uza. — M.: Bunbsimc, 2004. — 656 c.

Maiok A.A., ITazusun C.B., [Toroxun H.C. Beeaenue B 3amuty uHGOpMAIIK B
aBTOMAaTHU3UPOBAHHBIX cucTeMax: Yuel. [locobue as By30B.- 3-¢ u3., crep. M.: ['opsuas
mmaus, 2005.- 147 c.

[Mapteixa T. JI., [TormoB N. Y. OnepanyioHHbIE CUCTEMBI, CPelibl U 000JI0YKH: Y4eO. Mmoc. s
crynentoB CIIO — M.: ®opym, 2013. — 544 c.

[TnaTonos, B. B. [IporpammHo-amnmapaTHbie cpecTBa ooecrieueHus: HHGOPMAIIMOHHON
0€301aCHOCTH BBIUUCIUTENBHBIX ceTel: Yueb. mocobue s CTyI. BhICHIL. y4e0. 3aBeaeHuil / B.
B. IInatonos. — M.: Akanemus, 2006. — 240 c.

Pyccunosuu M., Conomon 1., Buyrpennee yctpoiictBo MicrosoftWindows. OcHoBHBIE
IIOJICUCTEMBI ONlepallMOHHOM cucteMmsl — [Iutep, 2014. — 672 c.

CeBepun B. KommiekcHas 3ammura napopmanuu Ha npeanpustar. M.: 'opoxer, 2008. — 368
c.

3.2.3. [lepuoanueckue U3IaHUSA:

Kypnansr Chip/Yum: )KypHan 0 KOMIIBIOTEPHOM TEXHUKE 71 TPO(ECCHOHATIOB M OTBITHBIX
MOJIb30BaTeNei;

Kypnans! 3anmra unpopmanuu. Uucaiin: MHPopMaimoHHO-METOJMUECKUH KypHAI
Nudopmanmonnast 6e3onacHOCTh perioHOB: HayuHo-npakTuieckuil ;xypHai

Bonpocs! kubepoezonacnoctu. Hayunslii, nepuoanyeckuii, ”HPOPMaLMOHHO-METOAMYECKHI
XKypHai ¢ 6a30Boil crienanu3anyen B oonactu nHpopmMannoHHoi 6ezonacHoct.. URL:
http://cyberrus.com/

be3onacHocTh nHpOpPMALIMOHHBIX TeXHOJIOTUH. [lepuonnueckuil pereH3upyeMblii HayYHbIN
xypHan HUAY MUOU. URL: http://bit.mephi.ru/

3.2.4. DneKTpOHHbIE UCTOUHUKHU:

WNHpOopManmOHHO-CIIPaBOYHAs CHCTEMA 10 TOKYMEHTaM B 00JIACTH TEXHUYECKOH 3aIlUTHI
uHpopmaruu www.fstec.ru

Wndopmannonsslii moprain no 6e3onacHoct www.SecurityLab.ru.

OO0pa3oBarenbHBIC TTOPTAIIBI 10 PA3TUIHBIM HAPABICHUSAM 00pa30BaHUS U TEMATHKE
http://depobr.gov35.ru/


http://www.ozon.ru/brand/858561/
http://bit.mephi.ru/
http://www.fstec.ru
http://www.SecurityLab.ru

Poccuiickuit Onomerpuyeckuii mopraa www.biometrics.ru

Caiit xxypHana Mapopmanmonnas 6ezonacHocts http://www.itsec.ru —
Caiit HayuHoii anekTpoHHOU 6ubOanoTekun www.elibrary.ru
CrpaBouHO-TIpaBoBasi cucreMa «['apant» » www.garant.ru
CnpaBouHno-npaBoBas cuctema «KoncynpranT [Tmroc» www.consultant.ru

DenepanbHas ciry:k0a 1o TEXHUYECKOMY U 3kcriopTHOMY KoHTpodto (PCTIK Poccun)
www.fstec.ru

®enepanbHblii moptan « MHbOpMAMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH B 00pa30BaHUI
htpp\\:www.ict.edu.ru

®enepanbhblil mopran «Poccuiickoe oopazoBanne www.edu.ru


http://www.biometrics.ru
http://www.elibrary.ru
http://www.garant.ru
http://www.consultant.ru
http://www.fstec.ru
http://www.ict.edu.ru/
http://www.edu.ru/

4. KOHTPOJIb 1 OUEHKA PE3VJIbBTATOB OCBOEHU A [TPO®ECCHUOHAJIBHOI'O

MOJYJIS

Kon 1 HanmenoBanue
npoeCCHOHANIBHBIX U
001X KOMITETEHIIMH,
dbopMHpyeMBbIE B paMKax
MOYJISt

Kpurtepun orieHkn

MeToab! OllEHKH

[IK 1.1. ITpousBoauts
YCTAaHOBKY M HACTPOUKY
KOMIIOHEHTOB
ABTOMATU3HPOBAHHBIX
(nH(pOPMAIIMOHHBIX )
CHUCTEM B 3allUIICHHOM
VCIIOJTHEHUH B

JIeMOHCTpHUpPOBATh YMEHUS
YCTaHOBKH U HaCTPOUKHU
KOMIIOHEHTOB
aBTOMATHU3UPOBAHHBIX
(MHMOPMAITMOHHBIX) CHCTEM
B 3aILLMIIIEHHOM HCIOJIHEHUU
B COOTBETCTBUHU C

TECTUPOBAHUE,

SK3aMeH
KBaTM(UKAITMOHHBIN,

JKCIIEPTHOE HAOIIOCHHE
BBITOJIHEHUS 1Ta00PaTOPHBIX
pabor,

COOTBETCTBUU C TpeOOBaHUSIMU 5
o JKCIIEpTHOE HAOII0eHHE
TpeOOBaHUAMU JKCILTyaTalluOHHON p a
. BBITIOJTHEHUSI PAKTUYECKUX
JKCIITyaTalluOHHON JOKYMEHTaluu
pabor,
JOKYMEHTaL1H.
OLICHKA pEIICHUs
CUTYalLlMOHHBIX 33]1a4,
OLIEHKa Ipolecca u
PE3yJIbTaTOB BBIIOJIHEHUS
BUJIOB pa0OT Ha MPAKTHKE
[IK 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,
AZMUHUCTPUPOBATH MIPaKTUYECKOIO OIbITA
9K3aMeH
IIPOrpaMMHBIE U aJMMUHHUCTPUPOBAHUS .
KBUTH(DUKAITMOHHBIH,
IIPOrpaMMHO- IIPOrPaMMHBIX U
anmnaparHble MIPOrpaMMHO-AMNIAPaTHBIX DKCIIEPTHOE HAOIIIOAEHUE
KOMIIOHEHTBI KOMIIOHEHTOB BBINOJIHEHHUS J1Ta00PaTOPHBIX
aBTOMAaTU3UPOBAHHON aBTOMAaTU3UPOBAHHOM pabor,
(uH(pOPMAIIMOHHO¥) (nHPOPMAITOHHO) 5
KCIIEPTHOE H HU
CUCTEMBI B 3al[UIIIEHHOM | CUCTEMBbI B 3aIMILEHHOM JKCICPTHOE HADIMOACHHC
BBITIOJTHEHUS IPAKTUYECKUX
VCIIOJTHEHUH. HCIIOJIHEHU U

pabor,

OLCHKA PCHICHUA
CUTYAallMOHHBIX 347144,

OLICHKa Ipolecca U
Pe3yJIbTaTOB BBHIIOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

[1K 1.3. ObecneunBaTh
Oecniepeboiinyto paboTy
ABTOMAaTH3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX )
CUCTEM B 3aIlUIICHHOM
WCTIOTHEHHUH B

[IpoBenenue nepeuns padboT
o 00ecreyeHuto
OecniepeOoitHOM paboTHI
aBTOMATH3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEM
B 3alMILEHHOM UCIIOJHEHUU

TECTUPOBAaHUC,

DK3aMeH
KBTH(DUKAITMOHHBIH,

AKCTIEPTHOE HAOIIOICHNE
BBITIOJTHEHUS JTAOOPATOPHBIX




COOTBETCTBUU C
TpeOOBaHUSMU
AKCIUTYaTallMOHHOM
JIOKYMEHTALH.

B COOTBETCTBUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JIOKYMEHTaluu

pabor,

JKCTIEPTHOE HAOIIOICHNE
BBITIOJTHEHUSI TPAKTHYECKUX
pabor,

OIICHKAa pCIICHUA
CUTyallUOHHBIX 3aJa4,

OIICHKA TIpoliecca u
PEe3yIBTATOB BBITIOJHEHUS
BHJIOB pabOT Ha IIPAKTUKE

[IK 1.4. OcyecTBusTh
HPOBEPKY TEXHUYECKOTO
COCTOSIHUS, TEXHUYECKOE
00CTyKUBaHUE U
TEKYILLUN PEMOHT,
YCTPaHATh OTKA3bl U
BOCCTaHaBIINBATh
paboToCIIOCOOHOCTH
ABTOMAaTH3UPOBAHHBIX
(uH(OPMAaLIMOHHBIX )
CHCTEM B 3aIIUIICHHOM
UCTIOJTHCHUH.

[IposiBnsATH 3HAHUS U
YMEHHsI B IPOBEPKE
TEXHUYECKOTO COCTOSHUS,
MPOBEJICHUH TEKYIIETO
PEMOHTA U TEXHUYECKOTO
o0CITyXKUBaHUS, B
yCTpaHEHUH OTKA30B U
BOCCTAHOBJICHHH
pabotocrnocoOHOCTH
ABTOMATH3WPOBAHHBIX
(MHGOPMAITMOHHBIX) CHCTEM
B 3aIIUIIICHHOM HCTIOJTHCHHH

TECTUPOBAHUC,

9K3aMEH
KBaJTM(PUKAIIMOHHBIH,

IKCTIEPTHOE HAOIIOACHUE
BBITTOJTHEHUS 1a00PaTOPHBIX
pabor,

IKCIIEPTHOE HAOTIOCHIE
BBIITOJIHCHHUSA MPAKTHYCCKUX
pabor,

OLCHKA PCHICHUA
CUTYAallMOHHBIX 34144,

OLICHKa Ipolecca u
Pe3yJIbTaTOB BBHIIIOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE




